PRIVACY POLICIES IN FAMILY HEALTH TEAMS
Government organizations, under the Freedom of Information and Protection of Privacy Act (FIPPA)
 and the Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
, must tell individuals how they intend to use the personal information that they collect, and provide them with a contact in the organization who can answer their specific questions.  Personal health information (PHI)
 collected must be in accordance with the rules set out under the Personal Health Information Protection Act (PHIPA)
.
COLLECTING PERSONAL HEALTH INFORMATION
Organizations collecting PHI must provide notice to individuals, specifying the legal authority for the collection, the primary purpose of the collection, and who to contact to obtain more information about the collection.  
PHI collected by health information custodians
 is generally for the purpose of providing or assist in providing health care.  Access to this PHI is available only to those who need to know and are involved in the health care needs of the individual.  PHI usually collected may include the individual’s name, date of birth, address, health history, record of visits to the health organization/Family Health Team (FHT) and the care received during those visits. 
CONSENT 
Consent for the collection of PHI may be express
 or implied
; under PHIPA, consent is considered to be valid if it is:

· Knowledgeable;

· Voluntary (not obtained through deception or coercion);

· Related to the information in question; and

· Given by the individual.  

PHIPA generally presumes that individuals are capable of making their own decisions regarding the collection, use or disclosure of their PHI if they are able to understand and appreciate the consequences of providing, withholding or withdrawing their consent. If a custodian believes that an individual is incapable of providing consent, PHIPA permits a substitute decision-maker (such as a relative, spouse, child’s parent, or the Public Guardian and Trustee) to make a decision on an individual’s behalf.
USING PERSONAL HEALTH INFORMATION
When using PHI, a custodian must exercise the highest level of care and must take reasonable steps to ensure that the individual’s PHI is as accurate, completed and up-to-date for the purpose which the custodian uses the information.  Health information custodians must take reasonable steps to inform the public about their information practice and how individuals may exercise their rights under PHIPA.  The Information and Privacy Commissioner of Ontario’s (IPCO) office suggests that some methods of meeting this requirement include the use of visible brochures, posters, notices posted on walls and verbal explanations.  Websites disclosing information about the organization’s privacy policies is another way to inform individuals of the polices of the health care organization.  
Patients enrolling in FHTs (or any Primary Health Care Model) must fill out a form entitled ‘Primary Health Care New Patient Declaration’.  This form clearly meets the requirements of the IPCO as it informs patients that the information that is collected on the form is in accordance with PHIPA regulations.  An individual may withdraw his/her consent at any time for the collection, use, or disclosure of his/her personal health information by providing notice to the health information custodian.  However, a withdrawal of consent is not retroactive. This means that where disclosure has already been made on the basis of consent, the custodian is not required to retrieve the information that has already been disclosed.
DISCLOSING INFORMATION 
The term “disclose”
 under PHIPA means to release or make available PHII that is under the control or custody of a health information custodian, or its authorized agent, to another custodian, individual or organization. A health information custodian and its authorized agents may rely on implied consent for the disclosure of PHI within the circle of care while providing health care so long as the disclosure is reasonably necessary for the provision of health care and the individual has not expressly stated otherwise.  In the case of FHTs, this circle of care involves all members of the health care team including physicians, health care providers and administrators.  
There are some exceptions to the rules of disclosure and custodians may disclose PHI without an individual’s consent in certain circumstances, which can be found in Appendix A.
ACCESSING INFORMATION

With limited exceptions, individuals have the general right to access their own PHI through PHIPA and must follow a formal procedure for access requests.  The individual may request access to his/her own PHI by formally submitting a written (or oral) request to the health care custodian who has custody or control of the individual’s health record
 (i.e., in the case of FHTs, this is the primary physician that the individual is enrolled to).  The custodian must reply no later than 30 days after the request was made and can charge a $5 fee for access to the record.  

ADMINISTRATION AND ENFORCEMENT  
An individual who feels that his/her privacy rights under PHIPA have been violated can either raise a concern about the practice with the FHT’s privacy contact person and also has the right to submit a written complaint to the IPCO. In general, an individual must file a complaint with the IPCO within one year from when the individual became aware of the problem.  The IPCO has various powers under PHIPA, including the authority to investigate and adjudicate complaints and also has the authority to issue orders requiring compliance with PHIPA.
An individual not satisfied with an order issued by IPCO has the right to appeal the decision on a question of law to the Divisional Court of Ontario within 30 days of receiving a copy of the order.  
RESOURCES

The Office of the Information and Privacy Commissioner of Ontario (Ann Cavoukian, Ph.D.) has existed since January 1, 1988, and acts independently of government to uphold and promote open government and the protection of personal privacy in Ontario.  The following website (http://www.ipc.on.ca/) has numerous resources to assist in protecting privacy and accessing information.
To assist new Freedom of Information and Protection of Privacy Co-ordinators, IPCO has compiled a basic web-based tool kit to help get them started. This toolkit can be found at: http://www.ipc.on.ca/index.asp?layid=86&fid1=482. 
SUMMARY
In summary, there are 10 Privacy Principles that the FHT should keep in mind when developing its privacy policy:
· Principle 1 - Accountability for Personal Information
· Principle 2 - Identifying Purposes for Collection of Personal Information
· Principle 3 - Consent for the Collection, Use and Disclosure of Personal Information
· Principle 4 - Limiting Collection of Personal Information
· Principle 5 - Limiting Use, Disclosure and Retention of Personal Information
· Principle 6 - Ensuring Accuracy of Personal Information
· Principle 7 - Ensuring Safeguards for Personal Information
· Principle 8 - Openness about Personal Information Policies and Practices
· Principle 9 - Individual Access to their own Personal Information
· Principle 10 - Challenging Compliance with the organization’s Privacy Policies and Practices

APPENDIX A: DISCLOSURE OF INFORMATION WITHOUT CONSENT

· If the disclosure is reasonably necessary for providing health care and the consent cannot be obtained in a timely manner, unless there is an express request from the individual instructing otherwise;

· In order for the Minister of Health and Long-Term Care to provide funding to the custodian for the provision of health care services;

· For the purpose of contacting a relative or friend of an individual who is injured,

· incapacitated, ill or unable to give consent personally;
· To confirm that an individual is a patient or resident in a facility or to confirm the status of his/her health condition, unless there is an express request from the individual instructing otherwise;
· To identify an individual who is deceased or in order to allow a spouse, partner or relative of a deceased person to make decisions about his or her own care or the care of children or to inform estate trustees of an individual’s death; 

· To eliminate or reduce a significant risk of serious bodily harm to any person or the public;
· When transferring records to a custodian’s successor or to the archives for conservation;
· For the purpose of carrying out an inspection, investigation or similar procedure that is authorized by a warrant, PHIPA or another Act;
· For determining or verifying eligibility for publicly funded health care or related benefits upon the request of the Minister of Health and Long-Term Care;
· For the purpose of administration and enforcement of various Acts by the professional Colleges and other regulatory bodies;
· To a prescribed “person” listed in the regulations that compiles and maintains a registry of personal health information for the purpose of improving the provision of health care or that relates to the storage or donation of body parts or bodily substances, namely:

· Cardiac Care Network of Ontario (the registry of cardiac services);
· INSCYTE (CytoBase);
· London Health Sciences Centre (Ontario Joint Replacement Registry); and
· Canadian Stroke Network (Canadian Stroke Registry);

· To a prescribed entity for the purpose of analysis or compiling information with respect to the management, evaluation or monitoring of the health system, including:

· Cancer Care Ontario;
· Canadian Institute for Health Information;
· Institute for Clinical Evaluative Sciences; and
· Pediatric Oncology Group of Ontario;

· To a health data institute for the purposes of health planning and management of the health care system; 

· To the Public Guardian and Trustee, Children’s Aid Society and the Children’s Lawyer for the purpose of carrying out their statutory functions;
· To a person conducting an audit or reviewing an accreditation or application for accreditation related to the services of a custodian;
· To a medical officer or a public health authority as required for the purposes of the Health Protection and Promotion Act, for example, to report a communicable disease; 

· For the purpose of legal proceedings if the information is, or relates to, a matter at issue;
· For the purpose of research, subject to restrictions and conditions; and
· For any purpose as required or permitted by law.

GLOSSARY OF TERMS
� The purposes of FIPPA are:


(a) to provide a right of access to information under the control of institutions in accordance with the principles that,


(i) information should be available to the public,


(ii) necessary exemptions from the right of access should be limited and specific, and


(iii) decisions on the disclosure of government information should be reviewed independently of government; and


(b) to protect the privacy of individuals with respect to personal information about themselves held by institutions and to provide individuals with a right of access to that information. 





� The purposes of MFIPPA are:


(a) to provide a right of access to information under the control of institutions in accordance with the principles that,


(i) information should be available to the public,


(ii) necessary exemptions from the right of access should be limited and specific, and


(iii) decisions on the disclosure of information should be reviewed independently of the institution controlling the information; and


(b) to protect the privacy of individuals with respect to personal information about themselves held by institutions and to provide individuals with a right of access to that information.





� Personal health information includes any identifying information about an individual’s health or health care history, such as your family medical history, details of a recent visit to your doctor, or your Ontario health card number.


� The purposes of PHIPA are:


(a) to establish rules for the collection, use and disclosure of personal health information about individuals that protect the confidentiality of that information and the privacy of individuals with respect to that information, while facilitating the effective provision of health care;


(b) to provide individuals with a right of access to personal health information about themselves, subject to limited and specific exceptions set out in this Act;


(c) to provide individuals with a right to require the correction or amendment of personal health information about themselves, subject to limited and specific exceptions set out in this Act;


(d) to provide for independent review and resolution of complaints with respect to personal health information; and


(e) to provide effective remedies for contraventions of this Act. 





� Examples of health care custodians include: Health care practitioners, (including doctors, nurses, audiologists and speech-language pathologists, chiropractors, chiropodists, dental professionals, dieticians, medical radiation technologists, medical laboratory technologists, massage therapists, midwives, optometrists, occupational therapists, opticians, pharmacists, physiotherapists, psychologists and respiratory therapists); Hospitals; Psychiatric facilities; Pharmacies; Laboratories; Nursing homes and long-term care facilities; Homes for the aged and homes for special care; Community care access corporations; Ambulance services; Boards of health; The Minister of Health and Long-Term Care; and The Canadian Blood Services.





� Express consent to the collection, use or disclosure of personal health information by a health information custodian is explicit and direct. It may be given verbally, in writing or by electronic means.





� Implied consent permits a health care custodian to infer from the surrounding circumstances that an individual would reasonably agree to the collection, use or disclosure of his/her personal health information.





� disclose”, in relation to personal health information in the custody or under the control of a health information custodian or a person, means to make the information available or to release it to another health information custodian or to another person, but does not include to use the information, and “disclosure” has a corresponding meaning; (“divulguer”, “divulgation”)





� “record” means any record of information however recorded, whether in printed form, on film, by electronic means or otherwise (this includes electronic medical/health records)
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