PRIVACY, OWNERSHIP & DISCLOSURE OF PATIENT RECORDS

Background

As Family Health Teams (FHTs) become operational, they need guidance in respect to the Personal Health Information Protection Act (“the Act”) legislation relating to privacy, ownership and sharing of patient records (electronic or paper). They also need to be informed of who will be the health information custodian (HIC) (see Section 3 in Appendix) in their FHT

The Act is a legislation established to establish rules for the collection, use and disclosure of personal health information to protect individuals’ confidentiality, whether living or deceased, verbally or in written form. The Act protects information that can identify the individual (regarding physical or mental health, the providing of health care to the individual, payments or eligibility for health care in respect of the individual, donation by the individual of a body part of bodily substance and the individual’s health number). The Act also gives individuals a right of access to personal health information about themselves, subject to limited and specific exceptions set out in the Act.
PHIPA Objectives

1. To establish rules for the collection, use and disclosure of personal health information about individuals that protect the confidentiality of that information while facilitating the effective provision of health care.

2. To provide individuals with a right to access and to require the correction or amendment of personal health information about themselves, subject to limited and specific exceptions set out in PHIPA.

3. To provide for independent review and resolution of complaints with respect to personal health information to provide effective remedies for contraventions of PHIPA.

Collection and Disclosure of Personal Health Information 

Members of a particular patient’s “circle of care’ can provide health care to the patient,  assuming that they have consent to collect, use and disclose the patient’s personal health information for that care, unless they know that the patient has expressly withheld or withdrawn consent.
· HICs must only disclose patients’ personal health information in compliance with the law.
· HICs must identify the purposes for which they disclose personal health information in a written statement.
HICs may collect the following information indirectly:

· If the patient consents;

· If the information is necessary for the provision of health care and direct collection is not reasonable possible;

· The HIC is a provincial or municipal government institution and the information is needed for an investigation, proceeding or statutory function of the custodian;

· The HIC collects the information from a person who is not a custodian for research purposes;

· The HIC collects the information from a person who is not a custodian for planning and management of the health system (only applies to HICs prescribed by the regulation);

· The Commissioner authorizes the indirect collection;

· The HIC collects the information from a person who is permitted or required by law to disclose it to the HIC; or

· The HIC is permitted by law to collect the information indirectly.

A patient may choose to go with a “lockbox” approach that is not defined in the Act, but gives patients’ the ability to control their own personal health information.

Patients can instruct the HIC not to use specified personal health information for health care purposes.  Patients can also instruct the HIC not to disclose specified personal health information to others (even to others within their circle of care).

The term “lock box” describes the limits that patients can place on the use and disclosure of their personal health information. If a HIC discloses personal health information about a patient to another member of the patient’s circle of care, but the patient has restricted (or locked) the HIC from disclosing all of the personal health information that the HIC considers reasonably necessary to provide health care, the HIC must flag for the recipient that the information is incomplete because the patient has “locked” it.

If a HIC receives this kind of notice from another member of his/her patient’s circle of care, the HIC may choose to discuss the fact that information is restricted with the patient (e.g. a HIC can talk about the impact of the restriction on treatment, but must obtain the patient’s express consent before accessing and using the locked information).

Rules a HIC must follow in Collecting Personal Health Information

The information in a patient’s record belongs to the patient. The HIC can only collect personal health information with the consent of the patient for a lawful purpose or as permitted or required by the Act.  Since the Act does not specifically permit or require the HIC to collect personal health information directly from a patient for research purposes without the patient’s consent, the HIC could only collect the information with the patient’s consent.

Disclosure of Personal Health Information in Emergency or other Urgent Circumstances

There are special circumstances where personal health information can be release without a patient’s consent.  Please see the Information and Privacy Commissioner PHIPA Fact Sheet - Disclosure of Information Permitted in Emergency or other Urgent Circumstances: http://www.ipc.on.ca/images/Resources/up-3fact_07_e.pdf
Storage and Privacy of Personal Health Information

Under the Act, the information an electronic medical record belongs to the patient and the HICs are responsible for keeping the record secure. Under Section 13.1 in the Act, the HIC shall ensure that records of personal health information that it has in its custody or under its control are retained, transferred and disposed of in a secure manner and in accordance with the prescribed requirements.

It is the responsibility of the custodian to ensure the protection of patients’ personal health information and the information is securely stored, depending on the sensitivity of the information and the risks to which it is exposed. HICs must determine the security measures to fit their own team. To ensure safe storage of personal health information, the following will have to be addressed: physical security (e.g. locked filing cabinets, restricted office access and alarm systems), technological security (e.g. passwords, user IDs, encryption, firewalls and virus scanners) and administrative controls (e.g. concise written set of security rules, staff training, security clearances, and confidentiality agreements).

For electronic health records, HICs need to ensure that they:

· Use features such as passwords to prevent authorized access;

· Install an automatic back-up system for file recovery that will protect records form being loss and damaged;

· Keep an audit trail that:

·  Records the date and time of each entry for each patient;

·  Shows any changes in the record; and

·  Preserves the original content when a record is changed, updated or corrected.

For more information on Storage and Privacy of Patient Information, please see:  Information and Privacy Commissioner of Ontario - Safeguarding Personal Health Information Fact Sheet:  http://www.ipc.on.ca/images/Resources/up-1fact_01_e.pdf
The Health Information Custodian of Personal Health Information in Family Health Teams
Under the Personal Health Information Protection Act, under s. 3 (1) , a health information custodian (HIC)  is a person or organization who has custody or control of personal health information as a result of or in connection with performing the person’s or organization’s powers or duties.
The Act does not dictate who should be the “primary HIC” in a given arrangement where many physicians/allied health professionals are working together as part of a single team. HIC includes single practitioners, as well as an "individual" operating a group practice. The latter could be a non-health care practitioner. 
Since FHTs can be configured in a variety of ways, there is flexibility in the Act for determining who will be the "primary HIC", here are a few options to assist FHTs:
1. Designate one of the practitioners as "the HIC", and consider all other practitioners"
agents" (see Section 17 in Appendix) of that HIC. Under this model, the HIC and agents could enter an agent agreement setting out their respective responsibilities, even though they each would see patients as practitioners.
2. Each of the practitioners could be a separate HIC, but they could all designate one person to act as their common "
contact" person under Section 15 (see Appendix).  Determining who the contact person is as important as determining who is the HIC, given the contact person's operational responsibilities under the Act. Most importantly, in order for patients to exercise their access rights, they need to know who the contact person is for their FHT, particularly if the model is multi-site, multi-practitioner, and practitioners are "sharing" an electronic medical record. The more complex the model, the more important the contact person's role. It's as much a legal issue as an administrative issue. It is also important for the practitioners to agree on a common set of information practices, and make them available to all patients in the form of a written statement, as per Section 16 (see Appendix) in the Act. The information practices could address the sharing of electronic medical records, whether all practitioners are responsible for its contents, and how patient access requests are managed, and by whom. Patients would then know that their record is "shared", and would also know how to access it.

In the ministry's funding agreements with FHT physicians, it does not state or determine who the HIC under the Act is. This issue can be determined by the physicians. Similarly, "ownership" of the EMR doesn't determine who the HIC is under the Act. Custody and control are determinative of that issue. The concept of the Act is that the information in the record "belongs" to the patient, and that the HIC are responsible for keeping the record secure, as per Section 13 (see Appendix). 

The FHT (as the operator of the group practice) can be the HIC responsible and accountable for records management under the Act, but it has to be determined whether all the other practitioners in the FHT are HICs or agents, and their respective responsibilities in respect of the records. This could be set out in an agent agreement.

APPENDIX
Section 3 - Health Information Custodian

Section 3. (1) – “health information custodian”, means a person or organization described in one of the following paragraphs who has custody or control of personal health information as  result of or in connection with performing the person’s or organization’s powers or duties or the work described in the paragraph, if any:
1. A health care practitioner or a person who operates a group practice of health care practitioners.

2. A service provider within the meaning of the “Home Care and Community Services Act, 1994”

3. A community care access corporation within the meaning of the Community Care Access Corporations Act, 2001.

4. A person who operations one of the following facilities, programs or services:

i. A hospital within the meaning of the Public Hospitals Act, a private hospital within the meaning of the Private Hospitals Act, a psychiatric facility within the meaning of the Mental Health Act, an institution within the meaning of the Mental Hospitals Act or independent health facility within the meaning of the Independent Health Facilities Act.
ii. A long-term care home within the meaning of the Long-Term Care Homes Act, 2007, a placement co-ordinator described in subsection 40 (1) of that Act, or a care home within the meaning of the Residential Tenancies Act, 2006.

iii.  A pharmacy within the meaning of Part VI of the Drug and Pharmacies Regulation Act.

iv.  A laboratory or a specimen collection centre as defined in section 5 of the Laboratory and Specimen Collection Centre Licensing Act.

v.   An ambulance service within the meaning of the Ambulance Act.

vi.  A home for special care within the meaning of the Homes for Special Care Act.

vii. A centre, program or service for community health or mental health whose primary purpose is the provision of health care. 

5.   An evaluator within the meaning of the Health Care Consent Act, 1996 or an assessor within the meaning of the Substitute Decisions Act, 1992.

6.   A medical officer of health of a board of health within the meaning of the Health Protection and Promotion Act.

7.   The Minister, together with the Ministry of the Minister if the context so requires.

8.   Any other person prescribed as a health information custodian if the person has custody or control of personal health information as a result of or in connection with performing prescribed powers, duties or work or any prescribed class of such persons. 2004, c. 3, Sched. A, s. 3 (1); 2006, c. 17, s. 253; 2007, c. 10, Sched. H, s. 1.
Section 15 - Contact Person

15. (1)  A health information custodian that is a natural person may designate a contact person described in subsection (3). 2004, c. 3, Sched. A, s. 15 (1).

15. (2)  A health information custodian that is not a natural person shall designate a contact person described in subsection (3). 2004, c. 3, Sched. A, s. 15 (2).

Functions of contact person 

15. (3)  A contact person is an agent of the health information custodian and is authorized on behalf of the custodian to,

(a) facilitate the custodian’s compliance with this Act;

(b) ensure that all agents of the custodian are appropriately informed of their duties under this Act;

(c) respond to inquiries from the public about the custodian’s information practices;

(d) respond to requests of an individual for access to or correction of a record of personal health information about the individual that is in the custody or under the control of the custodian; and

(e) receive complaints from the public about the custodian’s alleged contravention of this Act or its regulations. 2004, c. 3, Sched. A, s. 15 (3).

If no contact person
15. (4)  A health information custodian that is a natural person and that does not designate a contact person under subsection (1) shall perform on his or her own the functions described in clauses (3) (b), (c), (d) and (e). 2004, c. 3, Sched. A, s. 15 (4).

Section 16 – Written Public Statement

16. (1)   A health information custodian shall, in a manner that is practical in the   circumstances, make available to the public a written statement that,

(a)  provides a general description of the custodian’s information practices;

(b)  describes how to contact,

   (i)  the contact person described in subsection 15 (3), if the custodian has 
         one, or
  (ii)  the custodian, if the custodian does not have that contact person;
(c)  describes how an individual may obtain access to or request correction of a record of personal health information about the individual that is in the custody or control of the custodian; and

(d) describes how to make a complaint to the custodian and to the Commissioner under this Act. 2004, c. 3, Sched. A, s. 16 (1).

Agents and information

17.  (1)   A health information custodian is responsible for personal health information in the custody or control of the health information custodian and may permit the custodian’s agents to collect, use, disclose, retain or dispose of personal health information on the custodian’s behalf only if,

(a)  the custodian is permitted or required to collect, use, disclose, retain or          dispose of the information, as the case may be;

(b)  the collection, use, disclosure, retention or disposition of the information, as the case may be, is in the course of the agent’s duties and not contrary to the limits imposed by the custodian, this Act or another law; and

(c)  the prescribed requirements, if any, are met. 2004, c. 3, Sched. A, s. 17 (1).

Restriction on agents
17. (2)  Except as permitted or required by law and subject to the exceptions and additional requirements, if any, that are prescribed, an agent of a health information custodian shall not collect, use, disclose, retain or dispose of personal health information on the custodian’s behalf unless the custodian permits the agent to do so in accordance with subsection (1). 2004, c. 3, Sched. A, s. 17 (2).
Responsibility of agent
17. (3)  An agent of a health information custodian shall notify the custodian at the first reasonable opportunity if personal health information handled by the agent on behalf of the custodian is stolen, lost or accessed by unauthorized persons. 2004, c. 3, Sched. A, s. 17 (3).

RESOURCES
1. Information and Privacy Commissioner PHIPA Fact Sheet - Consent and Form 14
http://www.ipc.on.ca/images/Resources/up-2fact_05_e.pdf
2. Information and Privacy Commissioner of Ontario – A Guide to the Personal Health Information Protection Act

http://www.ipc.on.ca/images/Resources/hguide-e.pdf
3. Physician Privacy Toolkit

https://www.oma.org/phealth/privacy/physiciankit_FINAL.DOC
4. Privacy and Confidentiality (for Nurses)

http://www.nipissingu.ca/faculty/arohap/aphome/NURS3006/Resources/NURS4006Presentation.ppt
� Agents – in relation to a health information custodian, means a person that, with the authorization of the custodian, acts for or on behalf of the custodian in respect of personal health information for the purposes of the custodian and not the agent’s own purposes, whether or not the agent has the authority to bind the custodian, whether or not the agent is employed by the custodian and whether or not the agent is being remunerated.





� Contact - a contact person can be designated to:


 help a HIC comply with PHIPPA


ensure that all your agents (e.g. volunteers and  health care practitioners within a FHT) are informed of their legal duties under the Act, 


respond to patient requests to access or correct their personal health records


Answer questions regarding information practices


Deal with inquiries and complaints about possible violations of the law
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