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Clinton 

___________________________________________________

      






 Family Health Team       
Breach Report Form
	Report Date:

	Contact Information

	Name of Organization: Clinton Family Health Team (Clinton, Ontario)

	NAME AND CONTACT INFORMATION for person reporting incident

Name: ____________________________________________ Title: _____________________________________

Phone: _________________________ Fax: _________________________ Email: ________________________________

Mailing Address: ________________________________________________________________________________________________



	Risk Evaluation

	INCIDENT DESCRIPTION*

Describe the circumstances of the breach and its cause: _________________________________________________________________________________________________

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Date of incident or time period during which the incident occurred:

_________________________________________________________________________________________________

Date incident discovered: ________________________________________________________________________________________________

How was the incident discovered? ________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________
Location of incident: ________________________________________________________________________________________________



	Estimated number of individuals to whom there is a real risk of significant harm as a result of the incident*: ________________________________________________________________________________________________
Type of individuals affected:

☐ Client/customer/patient      ☐   Employee     ☐   Other: ______________________________

   

	PERSONAL INFORMATION INVOLVED* 
Describe the personal or health information involved in the breach*: 

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	Safeguards: 
Describe physical security at the time of the incident (locks, alarm systems, etc.):

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Describe technical security (encryption, passwords, etc.): _________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________



	HARM

Provide an assessment of the type of harm(s) that may result from the breach. Indicate whether the level of harm is considered to be low, medium, or high/significant

	Level of harm
	Type of Harm

	L
	M
	H
	

	
	
	
	Identity theft (most likely when the breach includes loss of SIN, credit card numbers, driver’s license numbers, personal health numbers, debit card numbers with password information and any other information that can be used to commit financial fraud)

	
	
	
	Risk of physical harm (if the loss of information places any individual at risk of physical harm, stalking or harassment)

	
	
	
	Hurt, humiliation, damage to reputation (associated with the loss of information such as mental health records, medical records, disciplinary records)

	
	
	
	Loss of business or employment opportunities (usually as a result of damage to reputation to an individual) 

	
	
	
	Breach of contractual obligations (contractual provisions may require notification of third parties in the case of a data loss or privacy breach)

	
	
	
	Future breaches due to similar technical failures (notification to the manufacturer may be necessary if a recall is warranted and/or to prevent a future breach by other users)

	
	
	
	Failure to meet professional standards or certification standards (notification may be required to professional regulatory body or certification authority)

	
	
	
	Other (specify):



	RISK*

Provide an assessment of the likelihood that harm could result

Consider how likely it is that the information can be assessed: for example, if electronic, was the information encrypted? Was all the information recovered?

If the information was accessed, consider how likely it is that it can or will be used for fraudulent or otherwise harmful purposes. For example, was the information lost vs stolen? If stolen, was the information the target of the theft? Considering the type of information, can it be used to commit fraud or identity theft? How sensitive is the information (e.g. diagnostic, treatment and care information may be more sensitive)? 

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	Notification

	Has your Privacy Officer/Responsible Affiliate been notified?

☐ Yes      Who was notified and when? ____________________________________________________________

☐ No       When to be notified? ______________________________________________________________________

Have the police or other authorities been notified (e.g. professional bodies or person required under contract?)

☐ Yes    Who was notified and when? _____________________________________________________________

☐ No      When to be notified? ______________________________________________________________________

Have affected individuals been notified?

☐ Yes     Form of notification? _____________________________________________________________________

☐ No      When to be notified? ______________________________________________________________________

Describe any steps taken to notify individuals (e.g. who was notified, the form and content of notification).

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________



	Describe any steps that have been taken to reduce the risk of harm to individuals (e.g. recovery of information, locks changed, computer systems shut down)

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________




