

[bookmark: _GoBack]PERSONAL HEALTH INFORMATION PRIVACY & SECURITY
TERMS AND CONDITIONS TEMPLATES
<This template is provided for information purposes only. Legal advice should be obtained to determine the arrangement and content that works best in your circumstances.> 
<This is a template only and must be amended to reflect a Family Health Team’s specific circumstances. These terms would not be sufficient for most information technology contracts or electronic medical record service provider agreements.> 

<All text in brackets ([]/<>) and all highlighting and bullets are to be removed from this template prior to it being finalized by the Family Health Team.>   
                                
<You can often include these privacy and security terms and conditions as a schedule to a contract with a vendor.> 
<The template assumes that the following terms have been defined previously in the Services or Vendor Agreement:
Agreement
Family Health Team [NOTE: If the FHO*[footnoteRef:1] or the individual affiliated physicians are the health information custodian – the contract might be with the FHO* or physicians directly and not the FHT. Change the references to “Family Health Team” below as appropriate to reflect with whom the contract is formed. Throughout this template it will read “Note: name here the FHT/FHO*/Individual Physicians” when you have to choose with whom the contract is being signed] [1:  	We have referred throughout this sample to groups of physicians affiliated with FHTs but organized separately from FHTs as Family Health Organizations (FHOs*). However, with the “*” we acknowledge that physicians may be organized in other configurations of physician payment organizations such as Family Health Networks (FHNs), Rural and Northern Physician Group Agreements (RNPGAs), Family Health Groups (FHGs) or  Alternative Payment Plans (APPs). For ease of reference, we refer to FHOs* but we intend to include these other models in that term. ] 

Services
Service Provider>
	SCENARIO #1:
SERVICES AGREEMENT WHERE SERVICE PROVIDER WILL NOT HAVE ACCESS TO PERSONAL HEALTH INFORMATION



1. Definition of “Personal Health Information”. Personal Health Information has the meaning given to it in the Personal Health Information Protection Act, 2004 (“PHIPA”), being information in the custody or control of the Family Health Team or its affiliated physicians or FHO(s)* that identifies (or that it is reasonably foreseeable could be used to identify) an individual, including:
information that relates to the physical or mental health of that individual;
that individual’s family health history;
that individual’s payment or eligibility for funding for health care;
information that relates to that individual’s donation of a body part or bodily substance (or the testing or examination of same);
the identity of that individual’s substitute decision-maker;
that individual’s health card number; and
any identifying information that is not personal health information but that is contained in a record of personal health information.
<Choose one of three options> OPTION 1: Family Health Team is a Health Information Custodian. The Family Health Team is a health information custodian under PHIPA and has statutory obligations to safeguard Personal Health Information. The Family Health Team has affiliated physicians who act as a Family Health Organization* and who, along with their staff, are agents of the Family Health Team under PHIPA.
OPTION 2: The Family Health Organization* is a Health Information Custodian. The Family Health Organization is a health information custodian under PHIPA and has statutory obligations to safeguard Personal Health Information. The Family Health Organization is affiliated with a Family Health Team who, along with its staff, is an agent of the Family Health Organization under PHIPA.
OPTION 3: The Physicians are Health Information Custodians. There are * (number) of family physicians who operate collectively as a Family Health Organization*. Each physician is an independent health information custodian under PHIPA and has statutory obligations to safeguard Personal Health Information. The physicians are affiliated with a Family Health Team who, along with its staff, is an agent of each of the physicians under PHIPA.
Service Provider Does Not Require Access to Personal Health Information. The parties agree and acknowledge that the Service Provider does not require access to Personal Health Information in the course of fulfilling its obligations under this Agreement. As a result, the [Note: name here the FHT/FHO*/Individual Physicians] shall not provide the Service Provider with access to Personal Health Information under this Agreement.
Action in Event of Unauthorized Access to Personal Health Information. In the event that the Service Provider gains unauthorized access to Personal Health Information under this Agreement, the Service Provider shall at the first reasonable opportunity:
notify the [Note: name here the FHT/FHO*/Individual Physicians]’s privacy officer by telephone, followed by written notice;
if the Personal Health Information has come into the possession of the Service Provider, return all copies of the Personal Health Information to the [Note: name here the FHT/FHO*/Individual Physicians]  and, if applicable, ensure that such Personal Health Information has been permanently removed from any media or hardware on which it was stored; and
hold such Personal Health Information in the strictest confidence and ensure that its employees, contractors and agents hold it in the strictest confidence. This obligation survives the termination or expiration of this Agreement.
	
SCENARIO #2:
SERVICE PROVIDER WILL HAVE ACCESS TO PERSONAL HEALTH INFORMATION IN THE COURSE OF FULFILLING ITS OBLIGATIONS



1. Definition of “Personal Health Information”. Personal Health Information has the meaning given to it in the Personal Health Information Protection Act, 2004 (“PHIPA”), being information in the custody or control of the [Note: name here the FHT/FHO*/Individual Physicians]  that identifies (or that it is reasonably foreseeable could be used to identify) an individual, including:
information that relates to the physical or mental health of that individual;
that individual’s family health history;
that individual’s payment or eligibility for funding for health care;
information that relates to that individual’s donation of a body part or bodily substance (or the testing or examination of same);
the identity of that individual’s substitute decision-maker;
that individual’s health card number; and
any identifying information that is not personal health information but that is contained in a record of personal health information.
<Choose one of three options> OPTION 1: Family Health Team is a Health Information Custodian. The Family Health Team is a health information custodian under PHIPA and has statutory obligations to safeguard Personal Health Information. The Family Health Team has affiliated physicians who act as a Family Health Organization* and who, along with their staff, are agents of the Family Health Team under PHIPA.
OPTION 2: The Family Health Organization* is a Health Information Custodian. The Family Health Organization is a health information custodian under PHIPA and has statutory obligations to safeguard Personal Health Information. The Family Health Organization is affiliated with a Family Health Team who, along with its staff, is an agent of the Family Health Organization under PHIPA.
OPTION 3: The Physicians are Health Information Custodians. There are * (number) of family physicians who operate collectively as a Family Health Organization*. Each physician is an independent health information custodian under PHIPA and has statutory obligations to safeguard Personal Health Information. The physicians are affiliated with a Family Health Team who, along with its staff, is an agent of each of the physicians under PHIPA.
Service Provider Requires Access to Personal Health Information. The parties agree and acknowledge that the Service Provider will require access to Personal Health Information in the course of fulfilling its obligations under this Agreement. The following provisions set out the obligations of the Service Provider with respect to its collection, use, disclosure, retention and disposal of Personal Health Information under this Agreement.
Service Provider is Agent under PHIPA. The parties acknowledge and agree that the Service Provider, when accessing Personal Health Information, does so solely on behalf of the [Note: name here the FHT/FHO*/Individual Physicians] while performing the Services under this Agreement. As such, the Service Provider is an “agent” of the [Note: name here the FHT/FHO*/Individual Physicians], as the term “agent” is defined in PHIPA, and with all the responsibilities of an agent imposed by PHIPA.
Use of Personal Health Information. The Service Provider shall use the Personal Health Information provided by the [Note: name here the FHT/FHO*/Individual Physicians] solely for the purposes of providing the Services under this Agreement and for no other purpose whatsoever.
No Contact with Patients. Notwithstanding that the Service Provider is an agent of the [Note: name here the FHT/FHO*/Individual Physicians] under PHIPA, the Service Provider shall not have any contact with patients for any purpose whatsoever, unless expressly authorized by the [Note: name here the FHT/FHO*/Individual Physicians].
Obligations not Conditional. The Service Provider’s obligations under these privacy and security terms and conditions are absolute and are not conditional on the [Note: name here the FHT/FHO*/Individual Physicians]’s compliance with any of its obligations under this Agreement, including its obligation to pay the Service Provider.
Service Provider Personnel
Service Provider Personnel. For the purposes of these privacy and security terms and conditions, “Service Provider Personnel” includes the Service Provider’s employees, contractors, subcontractors, and agents.
Training of Service Provider Personnel. The Service Provider has provided training to its Service Provider Personnel with respect to the Service Provider’s legal obligations with respect to personal information under applicable privacy legislation and will provide additional training with respect to the Service Provider’s specific obligations to protect Personal Health Information under this Agreement. The Service Provider shall ensure that the Service Provider Personnel are aware of and agree in writing to be bound by the provisions relating to Personal Health Information that are set out in this Agreement.
Access by Service Provider Personnel. The Service Provider shall give access to Personal Health Information only to those members of the Service Provider Personnel who have a legitimate need to access the Personal Health Information in order to fulfill the Service Provider’s obligations under this Agreement.
Removal of Personnel. In the event of a breach of these provisions by any of the Service Provider Personnel, the [Note: name here the FHT/FHO*/Individual Physicians] may require that personnel member to cease providing Services under this Agreement.
Service Provider’s Own Privacy Practices
Compliance with Privacy Legislation. The Service Provider has a privacy policy in compliance with applicable privacy legislation, addressing its practices relating to the collection, use, disclosure, retention and disposal of personal information. The Service Provider monitors and enforces compliance with its own privacy policy.
Privacy Compliance Officer. The Service Provider has an appointed privacy compliance officer who shall be given the responsibility for the Service Provider’s compliance with the privacy and security terms and conditions under this Agreement.
Safeguards. The Service Provider has in place effective administrative, technological and physical safeguards to stop theft, loss and unauthorized access, copying, modification, use, disclosure or disposal of personal information. These safeguards are consistent with industry practice.
Confidentiality and Security Safeguards with respect to Personal Health Information
Receipt of [Note: name here the FHT/FHO*/Individual Physicians]’s Privacy Policy. The Service Provider acknowledges receipt of the [Note: name here the FHT/FHO*/Individual Physicians]’s privacy policy and will only collect, use, disclose, retain and dispose of Personal Health Information as permitted by the [Note: name here the FHT/FHO*/Individual Physicians].
Monitoring of its Activities. The Service Provider shall monitor its activities to ensure that its Service Provider Personnel are complying with the privacy and security terms and conditions of this Agreement. In particular, the Service Provider shall monitor and report to the [Note: name here the FHT/FHO*/Individual Physicians], upon the reasonable request of the [Note: name here the FHT/FHO*/Individual Physicians], the Service Provider’s access, use and disclosure of Personal Health Information under this Agreement.
Theft, Loss or Unauthorized Access of Personal Health Information. In the event that the Service Provider becomes aware that Personal Health Information has been stolen or lost, or a person has obtained unauthorized access to Personal Health Information, or the Service Provider has used, disclosed or disposed of the Personal Health Information other than as contemplated in this Agreement, the Service Provider shall at the first reasonable opportunity notify the [Note: name here the FHT/FHO*/Individual Physicians]’s privacy officer by telephone followed by written notice.
Indemnity. The Service Provider hereby agrees to indemnify and hold harmless the Note: name here the FHT/FHO*/Individual Physicians from all costs, damages, fines, penalties or other liabilities arising out of a breach of its obligations under PHIPA and this Agreement with respect to the Service Provider’s failure to comply with the privacy and security terms and conditions of this Agreement.
Note: name here the FHT/FHO*/Individual Physicians’s Review of Service Provider’s Practices and Procedures. The Note: name here the FHT/FHO*/Individual Physicians may, upon reasonable notice, assess and review the Service Provider’s practices and procedures for receiving and processing Personal Health Information under this Agreement, for the purposes of ensuring that the privacy and security terms and conditions of this Agreement are being complied with. For these purposes, the Service Provider shall provide the Note: name here the FHT/FHO*/Individual Physicians with reasonable access to the policies, procedures and protocols used for purposes of providing the Services and any other documents that may be relevant.
Cooperation with Privacy Assessment or Audit. The Service Provider will cooperate with any privacy assessment or audit conducted by the Note: name here the FHT/FHO*/Individual Physicians or any third party retained by the Note: name here the FHT/FHO*/Individual Physicians.
Handling Complaints
Complaint by the Note: name here the FHT/FHO*/Individual Physicians. In the event that the Note: name here the FHT/FHO*/Individual Physicians makes a complaint to the Service Provider in respect of the Service Provider’s compliance with the privacy and security terms and conditions of this Agreement, the Service Provider shall, within five (5) business days of receipt of the complaint, investigate the matter and provide the Note: name here the FHT/FHO*/Individual Physicians with an oral report stating the cause of the deficiency, if any, and the steps taken to prevent a recurrence, if required. Within a further five business days, the Service Provider shall provide the Note: name here the FHT/FHO*/Individual Physicians with a written report documenting the complaint, investigation, deficiency, if any, and the steps taken to prevent a recurrence, if required.
Cooperation with Complaint to Note: name here the FHT/FHO*/Individual Physicians. The Service Provider shall cooperate with the Note: name here the FHT/FHO*/Individual Physicians in responding to any complaints about Personal Health Information that may relate to the Service Provider’s obligations under this Agreement.
Injunctive Relief. The Service Provider hereby recognizes that any breach of the privacy and security terms and conditions of this Agreement will result in irreparable harm to the Note: name here the FHT/FHO*/Individual Physicians that cannot be calculated or fully or adequately compensated by the recovery of damages. As a result, the Note: name here the FHT/FHO*/Individual Physicians shall, in addition to any other relief available to it, be entitled to the remedy of injunction without having to establish the inadequacy of any other remedy available to it. The Service Provider hereby undertakes not to make any defense in proceedings regarding the granting of an injunction or specific performance based on the availability to Note: name here the FHT/FHO*/Individual Physicians of other remedies.
Termination of this Agreement
Termination upon Breach. At the Note: name here the FHT/FHO*/Individual Physicians’s discretion, it may terminate this Agreement immediately, upon written notice, as a result of any breach of these privacy and security terms and conditions by the Service Provider.
Return of Personal Health Information. On the termination or expiration of this Agreement, the Service Provider shall return all Personal Health Information received or created under this Agreement to the Note: name here the FHT/FHO*/Individual Physicians and ensure that such Personal Health Information has been permanently removed from any media or hardware on which it was stored. The Service Provider will provide the Note: name here the FHT/FHO*/Individual Physicians with a sworn statement or other evidence satisfactory to the Note: name here the FHT/FHO*/Individual Physicians that it has complied with this provision.
Survival. The Service Provider’s obligations with respect to Personal Health Information shall survive the expiration or termination of this Agreement for any reason.
	
SCENARIO #3:
SERVICE PROVIDER THAT IS A HEALTH INFORMATION NETWORK PROVIDER



[identical to Scenario #2, with these additional requirements] 
Specific Rules for Health Information Network Provider
1. Definition of “Health Information Network Provider”. The parties acknowledge that the Service Provider is a “health information network provider” as that term is defined in the regulations under PHIPA, meaning that the Service Provider provides services to two or more health information custodians primarily to enable the custodians to use electronic means to disclose Personal Health Information to one another.
Additional Requirements for Health Information Network Provider. The Service Provider agrees to comply with the following additional requirements imposed by the regulations under PHIPA on Health Information Network Providers:
Plain Language Description. The Service Provider shall prepare a plain language description of the Services provided to the Note: name here the FHT/FHO*/Individual Physicians, including a description of the safeguards in place to protect Personal Health Information against unauthorized use and disclosure and to protect the integrity of the information. This plain language description shall be provided to the Note: name here the FHT/FHO*/Individual Physicians and may be made available to the public at the Note: name here the FHT/FHO*/Individual Physicians’s discretion. The Service Provider shall further make available to the public (and provide a copy of the Note: name here the FHT/FHO*/Individual Physicians) any of its directives, guidelines and policies that apply to the provision of Services to the Note: name here the FHT/FHO*/Individual Physicians. For greater certainty, the Service Provider is not obligated to disclose its trade secrets or confidential scientific, technical, commercial or labour relations information to the Note: name here the FHT/FHO*/Individual Physicians or the public.
Maintenance of Electronic Record of Access and Transfer. The Service Provider shall, to the extent reasonably practical, keep and make available to the Note: name here the FHT/FHO*/Individual Physicians, at the Note: name here the FHT/FHO*/Individual Physicians’s request, an electronic record of:
all access to all or part of the Personal Health Information being held in equipment controlled by the Service Provider, which record shall identify the person who accessed the Personal Health Information and the date and time of such access; and
all transfers of all or part of the Personal Health Information by means of equipment controlled by the Service Provider, which record shall identify the person who transferred the information and the person or address to whom it was sent, and the date and time it was sent.
Privacy Impact Assessment. The Service Provider shall provide the Note: name here the FHT/FHO*/Individual Physicians with a report of how the provision of Services under this Agreement may affect patient privacy. In particular, the Service Provider shall provide to the Note: name here the FHT/FHO*/Individual Physicians an assessment of any threats, vulnerabilities and risks to the security and integrity of the Personal Health Information at the outset of this Agreement and thereafter upon reasonable request of the Note: name here the FHT/FHO*/Individual Physicians.
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