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Part A: Organizational Privacy Management

The questions in Part A relate to privacy management throughout the Family Health Team and the affiliated physicians. They are not limited to the information system, technology or program being reviewed. Specific questions related to the information system, technology or program appear in Part B.
Privacy Policies and Controls
	#
	Question
	Yes
	No
	In Progress

	A1
	Is there a Family Health Team strategic plan or business plan that addresses privacy protection?

Note:
	
	
	

	A2
	Does the Family Health Team have a written privacy policy or statement of information practices? 

Note:

	

	
	

	A3
	Have privacy policies or procedures been developed for various aspects of the Family Health Team’s operations?

Note:

	

	

	

	A4
	Do the privacy policies or procedures that we identified in response to questions A2 and A3 ensure the following:
· Personal health information is collected in accordance with PHIPA and other applicable legislation;
· Individual consent is obtained in accordance with sections 18 of PHIPA where consent is required;
· A written public statement about the Family Health Team’s information practices, who to contact with privacy questions or complaints, and how to obtain access or request correction of a record of personal health information is readily available to individuals, as outlined in section 16 of PHIPA; 
· Individuals are entitled to request access to and correction of their own personal health information as provided for under sections 52-55 of P H I PA, subject to certain exceptions;
· There is a record retention schedule for records of personal health information that outlines the minimum and maximum lengths of time personal health information may be retained as well as procedures outlining the manner by which personal health information will be securely destroyed.

Note:

	

	
	

	A5
	Are administrative, technical and physical safeguards in place at the Family Health Team to protect personal health information against theft, loss, unauthorized use or disclosure and unauthorized copying, modification or disposal pursuant to section 12 of PHIPA?

Note:

	
	
	

	A6
	Is there an appointed privacy contact person in the Family Health Team?

Note:
 
	
	
	

	A7
	Does a reporting process exist to ensure that the Family Health Team’s management is informed of any privacy compliance issues?

Note:

	
	
	

	A8
	Are senior executives actively involved in the development, implementation and/or promotion of the Family Health Team’s privacy program?

Note:
 
	
	
	

	A9
	Are employees or agents of the Family Health Team and the affiliated physicians with access to personal health information provided training related to privacy protection?

Note:

	
	
	

	A10
	Have policies and procedures been developed concerning the management of privacy breaches, including the notification of individuals when the confidentiality of their personal health information has been breached?

Note:

	
	
	



Part B: Project Privacy Management

The questions in this section relate to the information system, technology or program being reviewed.

	#
	Question
	Yes
	No
	In Progress

	B1
	Has a summary of the proposed or existing information system, technology or program been prepared, including a description of the requirements for the system, technology or program and a description of how the information system, technology or program will or does meet those needs?

Note:

	
	
	

	B2
	Has a listing of all personal health information or data elements that will be or are collected, used or disclosed in the proposed or existing information system, technology or program been prepared?

Note:

	
	
	

	B3
	Have diagrams been prepared depicting the flow of personal health information in the proposed or existing information system, technology or program?

Note:

	
	
	

	B4
	Have documents been prepared showing which persons, positions, or employee categories will have access to which elements or records of personal health information? 

Note:

	
	
	

	B5
	Does consent from the individual or an authorized substitute decision-maker provide the primary basis for the collection, use and disclosure of personal health information for the proposed or existing information system, technology or program?

Note:

	
	
	

	B6
	Have we documented the purposes for which personal health information will be or is collected, used or disclosed in the information system, technology or program?

Note:

	
	
	

	B7
	Is personal health information collected, used, disclosed or retained exclusively for the identified purposes and for purposes that an individual would reasonably consider consistent with those purposes?

Note:

	
	
	

	B8
	Will personal health information in the proposed or existing information system, technology or program be linked or cross-referenced to other information in other information systems, technologies or programs?

Note:

	
	
	

	B9
	Will personal health information collected or used in the information system, technology or program be disclosed to any persons who are not employees or agents of the Family Health Team?

Note:

	
	
	

	B10
	Have we made arrangements to provide full disclosure of all purposes for which the information system, technology or program will collect personal health information?

Note:

	
	
	

	B11
	Have communications products and/or a communications plan been developed to fully explain the information system, technology or program to individuals and how their personal health information will be protected?

Note:

	
	
	

	B12
	Does the proposed or existing information system, technology or program involve the collection, use or disclosure of any personal health information beyond Ontario's borders?

Note:

	
	
	

	B13
	Has an assessment been completed to identify potential risks to the privacy of individuals whose personal health information is collected, used, retained or disclosed by the proposed or existing information system, technology or program?

Note:

	
	
	

	B14
	If potential risks to privacy have been identified, have means to avert or mitigate those risks been incorporated into the design and/or implementation of the proposed or existing information system, technology or program?

Note:

	
	
	

	B15
	Has an assessment been completed to identify whether other Family Health Teams (or other health information custodians) have implemented the same or a similar information system, technology or program, the risks to privacy experienced by other Family Health Teams or health information custodians and the means implemented by these other Family Health Teams or health information custodians to avert or mitigate these risks?

Note:

	
	
	

	B16
	Have key stakeholders been provided with an opportunity to comment on the sufficiency of privacy protections and their implications on the proposed or existing information system, technology or program?

Note:

	
	
	

	B17
	Will users be trained in the requirements for protecting personal health information and will they be made aware of the relevant notification procedures if personal health information is stolen, lost or accessed by unauthorized persons?

Note:

	
	
	

	B18
	Have security policies and procedures to protect personal health information against theft, loss, unauthorized use or disclosure and unauthorized copying, modification or disposal been documented?

Note:

	
	
	

	B19
	Have privacy policies or procedures been developed for various aspects of the operations for the proposed or existing information system, technology or program?

Note:

	
	
	

	B20
	Do the privacy policies or procedures that we identified in question B16 ensure the following (if so, please enclose):
· Personal health information in the proposed or existing information system, technology or program is collected in accordance with PHIPA and other applicable legislation;
· Individual consent is obtained in accordance with section 18 of PHIPA for the proposed or existing information system, technology or program where consent is required;
· A written public statement about the purposes for which the proposed or existing information system, technology or program collects, uses or discloses personal health information is readily available to individuals as outlined in section 16 of PHIPA;
· Individuals are entitled to request access to and correction of their own personal health information in the proposed or existing information system, technology or program as provided for under sections 52-55 of PHIPA, subject to certain exceptions;
· There is a record retention schedule for records of personal health information that outlines the minimum and maximum lengths of time personal health information may be retained in the proposed or existing information system, technology or program, as well as procedures outlining the manner by which personal health information in the proposed or existing information system, technology or program may be securely destroyed.

Note:

	
	
	

	B21
	Does the proposed or existing information system, technology or program provide functionality for the logging of the insertion, access, modification or disclosure of personal health information as well as an interface to audit those logs for unauthorized activities?

Note:

	
	
	

	B22
	Have policies and procedures been developed for the enforcement of privacy rules relating to the proposed or existing information system, technology or program, including fulfillment of the commitments made in this PIA?

Note:
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