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The cybersecurity risk landscape

‘ Key vectors of attacks
Amateur  + Org. Crime « Hack

Lowend -« National Click

What are they after? .
* Financial

Financial loss

* |deological * Reputational damage
* Revenge + Business interruption
. How organizations can
» Banking related attacks protect
+ Extortion demands * Risk assessment
« Mass PII thefts ' Internal « Common sense
» Accidents/careless steps

« Deliberate
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Who is out there? - Cyber threat actors

*Penetrating systems for “sport
and ranking

« Simple malware/viruses for
notoriety/’phun”

*Low scale reverse engineering
for piracy

*» One-off data theft
« Piracy for profit

»Use of DDoS/Botnet malicious
tools to deny access to internet
services for political
reasons/statements

« Site defacements for political
statements/reasons

« Professionally engineered

malicious tools

«Currently more focussed on
using internet/social media for
psyops and infowarfare

«Can also operate as hacktivists

«High interest exists in developing
nation state cyberwarfare
capabilities

« Attacks on critical infrastructure

« Highly advanced tools/methods

« Currently most actions based on
large scale intelligence gathering
and industrial/economic espionage

* One-off frauds
»Uncoordinated attacks
*Purchase tools

« Advanced/multi-stage
system/network penetrations

« Established relatively liquid
markets for selling stolen IDs
+High value industrial espionage
«Legal and political immunity

« Significant measures

« Cyberwarfare capabilities to target
and attack critical infrastructure
(e.g. power grid, water,
manufacturing, financial, telecom,
etc.)

« Currently used as means of
standard military doctrine and for
economic espionage
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Most common types of cybersecurity breaches

©® & @

Malicious code added

Attacker sends email
containing malware

Attacker floods a server with
more traffic than it can handle
causing it to shut down
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Targeted phishing
attacks against a
specific individual or
organization

Attacker places
themselves between you
and your web session
allowing them to take
over your activity

into website to steal
user names and
passwords

Malicious code added to
a website in order to
attack individuals who
visit the site

Attackers use stolen
credentials to access user
accounts
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What we are seeing

Cyber awareness is Most of the victims had Low level of
very low for both no real understanding knowledge on cyber
management & of the full impact hat insurance
employees an attack would have

on their operations

Many victims placed Almost all victims had In more sophisticated
undue reliance on not taken even the hacks, time to
underqualified easiest logical steps to discovery is months

outsourced IT enhance their security or longer
contractors
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Case study #1: Ransomware

Most victim
organizations did not
have appropriate data

backup

An alarming number
of victims did not
have commercial AV
software
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Case 1: Ransomware attack — the company

Best RV: small BC
based RV sales
company

17 employees in

Remote office is
connected to the
server by a
remote desktop
function

Vancouver and

interior BC
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Simple IT setup
services provided
by a local firm

Mid May 2017

Just before the
key sales season

One employee
thinks she may
have clicked on an
email attachment
that was strange
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Case 1: Ransomware attack — additional
information

L Timeline About

sts an this Page
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Tours Co.
is on Facebook.

To connect with

mm Tours Co., sign up for Facebook today.

Photos Reviews Mora =

m Tours Co.
hl December 15, 2015 -
ietnam 12 days Fum & Sun Tour
This 12-day tour {14 days including departure and returm day) will give
you an apportunity to explore & few regions of Wistnam including the
‘Central Highland where you c=n sit back and relax over 3 cup of nice
coffee (coffee plantstion region of Vistnam). You can also enjoy kayaking
an Lake Lak, a fitle hike to the striking waterfzlls, elephant ride and
wisiting the native village {home of 45 ethnic groups in Vietnam).

Then we will go down the .. Ses Mare

] ours Co_ updated thewr profile pichere.

hl-_ Decamber 19, 2015 -

Missing IT provider located in
Vietnam

7
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Case 1: Ransomware attack — AV

Installation dates
AV software Vendor
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systems history

AVG

20150315

AVG 20150629
AVG 20150629
AVG 20150629
AVG 20150629
VIPRE 20150723
AVG 20150723
AVG 20150723
AVG 20150723
AVG 20150723
AVG 20150723
Malwarebytes 20150727
Kaspersky 20150902
Kaspersky 20150902
HitmanPro 20150902
F-Secure 20150902
AVG 20151224
VIPRE 20160324

20160407
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Case 1: Ransomware attack — breach history &

country

IP address and country of breach
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Source Metwork Address: ncount.rvﬂame ~F |

91.224.160.26
175.9.80.43
191.101.31.126
175.13.158.170
220.168.13.38
220.168.15.243
45.148.22.10

46.161.40.11

e e e b

i 18B.72.105.46
182.99.224.35
i 182.99.224_35
46.161.40.11
178.24.158.226
46.148.22.10
94.41.117.219
220.161.133.218
46.148.22. 10
193.169.86.10
i AF.5F.0.195
182.87.152.237
FT.T9.136.15
/113.243.136.189
117.164.245.198
182.110.240.29
182.110.240.29
193.169.86.10
193.169.86.10
193.169.86.10
$79.141.163.18
82.114.86.91

Metherlands
China
MNetherlands
China
China
China
Ukraine
Russia
Taiwan
United Kingdom
China
China
Russia
Ukraine
Ukraine
Russia
China
Ukraine
Ukraine
Ukraine
China
Russia
China
China
China
China
Ukraine
Ukraine
Ukraine
France
Albania
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Case 1: Ransomware attack — outcome

Cause identified v Data recovered % Malware removed v Cybersecurity status

System breached through Initial breach symptoms not
remote desktop service, used properly understood by

by client for smaller office management

Router was not properly Eventually lost all their data at
configured AND no proper critical time of year AND
firewall used required a complete rebuild
Multiple hackers able to Unable to access any systems
breach security with brute including payroll, email, client
force attack management software etc.
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A simple Approach to cybersecurity



Domains and functions of cybersecurity

Governance Identity and access management

. 9 ) Third party assurance
Cyber risk assessment

1) Application security
Business resilience and system security

Physical security

Data security management and privacy
HR security

OICIOICAG,

Security standards compliance

@@ ®®eE

Incident response and investigation

®
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Cybersecurity maturity continuum

Blissful Awareness Corrective Operations
Ignorance Phase Phase Excellence Phase
A 5%
15%
> 50% System
testing N Continuous
- : : Develop Map to im p:z\‘l::rsnsent
: 30% architecture i suitable P
g and:process : framework
Develop H :
-t cybersecurity
(5 strategy Develop
E : \ breach
. g response
Quick fixes ]
\ :Remediation plans
: Assessment

Source: Gartner
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Overview

Response
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Assessment of the following elements of
the company’s cyber program; people,
process, technology

Help organizations to improve their
cybersecurity function

Assist and support organizations
) experiencing cybersecurity breaches and
attacks
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Cyber Incident Response

A data breach can be
a real danger but
being prepared can
help you mitigate the
damage from and
attach

How do | prepare my
organization for a

breach?

BEFORE

OF COMPANIES . oA Mobilize IRT and initiate . ;
SRR A BT Form an incident response action plan: Momtorlto detect future
BREACH team (IRT) and plan of action anomalies

» Engage outside counsel

* Map and classify the Contactoutalelt . * Remediate any gaps
izati + Contact outside forensic ; ;
O T ECE BB NG [AVE organizations data ks f:hscov_ere_d during the
AN INCIDENT investigation
LSS A + Conduct a vendor - Contact PR group

DO NOT HAVE POLICIES
THAT CLARIFY WHAT
WEBSITES EMPLOYEES
CAN USE

CLOSE PERMANENTLY
WITHIN 6 MONTHS

assessment

Create a risk profile that
contemplates all relevant
privacy risks

Cyber insurance

Conduct investigation of the
breach

Establish regular reporting to
executive management

Remediation

Grant Thornton's Incident Response Services

» Breach response + Breach coaching « Litigation support

CLOSE PERMANENTLY

UGG + Forensic investigation + Breach response planning + Remediation advice
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My oo

Network Security

Protect your networks from attads.
Drefand the nebwork permster, filter
out urauthorised accees and
rralicious content. Monitor

Bnd best secuUrty cortrols,

do

User education
and awareness
Producs user sacurity policies
cowerng scosptable snd esoure
wzs of your systems, Include

in staff trairing. Maintzin
awamnsaa of cyber riak,

O-
ii

Malware
prevention
Produce mlevant policies
and establizh arfi-mahvars
deferes acmes wour
organisation

Removable

media controls
Produce & palicy to contral &l
eccess to removable media. Limit
media types and uss. Scan all meda
fior makwae befors importing onto the
corporats system.

= G

Secure cnntlguratlon
Apply security patches and ensurs the
secuns corfiguration of all syatsms is
mairtsned. Creats a system imentony
and defire a hassline buld for sl devices.

il
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M| socr Conve

o part o GCHD

.
Backing up your data
Take regular backups of your important
data, and test they can be restored. This
will reduce the inconvenience of any
data loss from theft, fire, other

physical damage, or ransomware.

Identify what needs to be backed up. Normally this
will comprise documants, photos, emails, contacts,
and calendars, kept in a few commaon folders. Make
backing up part of your everyday business,

Ensure the device coentaining your backup is not
permanently connected to the device hording the
original copy, neither physically nor over a local
netwaork.

Consider backing up te the doud, This means your
data is stored in a separate location (away from
your offices/devices), and you'll also be able to
access it quickly, from anywhere.

Kee m% Iyour sma rtp ho nes
(an ts) safe r—_’ ©
Smartphones and tablets r

(which are used outside the

safety of the office and home)

need even more protection than "desktop’ equipment.
Switch on PEN/password protection/fingerprint

recegnition for mobile devices.

Configure devices so that when last or stolen they
can be tracked, remotelly wiped or remotelly Bocked.

Keep your devices (and al installed apps) up to date,
using the 'automatically update' option if available.

Wi-Fi hatspots = use 3G or 4G connections (inc

uding
tethering and wireless dengles) or use VPMs,

9) O

Replace devices that are no longer supported by
manufacturers with up-ta-date alternatives.

@ Grown Copyright 2017
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Cyber Security

Small Business Guide

When sending sensitive data, don't connect wlpublF:

10 Steps to

Cyber Security

Set up your Risk
Management Reglme
Assees the rieke to your organisation’s irformation
ard eystems with the same vigour you would for legd,
regdstory, inancid or opemtioral riske. To achisvs
this, embed a Aisk Mansgement Regime ecrosa
your anganization, supportad by the Board
Bnd ssrior menagers.

Managlng user
pﬁ\rlleges
Esteblish effective mamagement

processes and it the nombar of
privieged accounts. Limit uesr privilegas
and monitor ussr activity, Corntrol Bocess
to activity and audit loge.

Incident

management

Establish an incidant

reeponEs and disester

recovery capabiity, Test your incidant
rmanagemert plana. Provide specialist
trairing. Feport criminal incidants be

law anforcament.

Monitoring

Establish & monitoring
atrategy and producs
aupporting poldes.
Continuously manitor &l eysteme and
retworks. Analyes loge for unusual
ecthity that could irdicate an attack.

—_
Home and s

moblle working
Dewalop a mobils working
policy and train etaff to sdhers
tio it Apply the sscurs bassline
and build to all devices, Protect
diats both in fransit srd &t eat:

For mors mfomation goto 2 www.nesc.gov.uk W @ncsc

Preventing malware damage
\"ou can prolcn'gaur urganmllon !rum the °

Use antivirus seftware on all computers and laptops.
Only install approved software on tablets and
smartphones, and prevent users from downloading
third party apps from unknown sources.

B

wfmnrl. JncludlrE vlrum) b)r adopting
some simple and low-cost techniques.

©

Patch all software and firmware by promptly
applying the |atest :n\‘twnn u;sd-lu provided I;y
manufacturers a Use the

update' option where availab|e,

Contral access to remavable media such as SD cards
and USB sticks. Consider disabling ports, or limiting
‘mccess to sanctioned media, Encourage staff to
transfar files via email or cloud storage instead.

Switch an your firewall (included with most
oparating systems) to create a buffer zone between
your network and the Internet.

L
)
™

Avoiding phishing attacks

In phishing attacks, scammers send fake
emailsasking for sensitive information
(such as bank details), or containing finks
to bad websites.

fram an account with Administrater privileges. This

8 Ensure staff don't browse the web or check emalls
0 will reduce the impact of successfu| phi

shing attacks.

Scan for malware and change passwords as soon as
possible if you suspect a successful attack has
oceurred. Don't punish staff if they get caught out
{it discourages people from reperting in the future).

Check for obvious signs of phishing, like poar
spelling and grammar, or low q’uil%y versions of

& recognisable logos. Does the sender's email address
|look |egitimate, or Is it trying to mimic someone
you know?
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This advice has been produced to help small businesses protect
themselves from the most common cyber attacks. The 5 topics covered
are easy to understand and cost little to implement. Read our quick
tips below, or find out more at www.nese.gov.uk/smallbusiness .

Using passwords to
protect your data

- when impl
correctly = are a free, easy nﬂd
effective way to prevent
unauthorised people from
accessing your devices and data.

Make sure all |laptops, Macs and PCs
wuse encryption preducts that require a
password te boot. Switch on password/
PIM protection or fingerprint
recagnition for mobile devices.

Use two factor authentication (2FA)
fior impertant websites |ike banking
and emall, if you're given the option.

'H‘ Avoid using predictablle passwords
& (such as family and pet names). Avoid
the mest common passwards that
criminals can guess (like passwird).

Do not enforce regular password
changes; they only need to be changed
when you suspect a compromise.

Change the manufacturers' default
passwords that devices are issued with,
before they are distributed te staff.

Provide securs storage so staff can
write down passwords and keep
them safe (but not with the
device). Ensure staff can resat
their own passwords, easi|y.

Consider using a password
manager. |f you do use one,
maks sure that the 'master' [
password (that provides
access to all your other
passwords) is a

strong one.

For more Iformation go to D www.nesc.gov.uk W@ncsc
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Start the Cybersecurity conversation at your
organization

Cybersecurity isn’t just a
technology issue, it's about
business risk, organizational
culture, and education
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Mandatory data breach reporting Nov 1, 2018

10.1 (1) An organization shall report to
the Commissioner any breach of
security safeguards involving personal
information under its control if it is
reasonable in the circumstances to
believe that the breach creates a real
risk of significant harm to the
individual

10.1 (3) —requires you to also notify the .
individual in the same circumstances

©2018 Grant Thornton LLP. rights reserved GT Cyber #101 Training 20



Thank you

Questions?
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Sandy Boucher

Senior Investigator
Advisory Services, Forensics
Grant Thornton LLP.

T: +1 416 369 7027
E: Sandy.Boucher@ca.gt.com

www.linkedin.com/in/sandyboucher/
https://twitter.com/oldplod




