Ocean Patient Engagement Platform Privacy and Risk Checklist
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Layperson Description and Background:
Why is this important?

· Ocean extends your electronic medical record (EMR) giving you a new way to collect and share information with your patients for administration, clinical care, population health and more.

What does it do?  

Ocean is described as a point-of-care clinical content platform. It allows you and your team to connect with patients, other health care providers and possibly researchers.  In practice it means some or all of the following:

· Having patient “tablets” (personal devices) in your waiting room to allow patients to check in, update their contact information, and complete their patient history online to synch with your EMR

· Adding functionality to your website to allow patients to complete securely online intake forms for contacting you to schedule an appointment, become a new patient, or renew prescriptions  

· Creating a secure email portal between your team and your patients to let your patients register, provide patient history information and update their health record remotely 

· Accessing a “library” of Ocean resources of clinical forms and questionnaires that can be completed by patients remotely

· Making eReferrals (meaning electronic communications) to specialists and tracking the referral status

Some more specific examples of what you can do with Ocean:

· Administer clinical patient questionnaires - With thousands of forms, Ocean offers the largest library of clinically validated patient questionnaires available. From the PHQ-9 for mental health to the Brief Pain Inventory (BPI), Ocean allows you to administer a wide range of clinical forms, automatically calculate scores and add a concise clinical note to the patient chart in real-time. All Ocean forms can be customized, edited, or built from scratch in the easy-to-use eForm builder.

· Automate screening, med reconciliation and more - Using rule-based technology, physicians can automate the process of collecting information such as smoking status; this information can then be used to identify patient’s needs and initiate follow-up screening as appropriate. Ocean can also automatically present patients with the prescriptions listed in the Cumulative Patient Profile (CPP) to review and confirm current dosages and update with changes. Any discrepancies are then listed as a clinical note in the patient record, alerting the physician to review the changes and update the CPP accordingly.

· Conduct Surveys - Ocean Tablets can be used to securely administer anonymous patient surveys for clinical research and quality improvement projects. With Ocean’s unique pseudonymisation technology, you can even conduct longitudinal studies without storing information that could identify the patient.

· Display educational patient materials and videos - From videos to customized patient reports, Ocean Tablets can be used to display educational materials on topics like smoking cessation, child nutrition, cancer screening and more.

· Get Patient Consent for Email and other clinic policies - Getting patients to understand and agree to clinic policies around missed appointments and block fees can be an uncomfortable and challenging task. The tablet provides an ideal way to share these policies with patients, while tracking consent in a clear and consistent way. Clinics report increased adherence to policies when patients have been presented with them on the tablet. The tablet also provides a hands-off, automated approach to collecting email consent (and email addresses) from your patients. The Ocean Library includes multiple email consent forms, including a long-form version developed by a leading teaching hospital.

· Allow new patients to complete registration forms - The Ocean Tablet provides a hands-off, automated approach to collecting email consent (and email addresses) from your patients. The Ocean Library includes multiple email consent forms, including a long-form version developed by a leading teaching hospital.

· Collect feedback around patient experience - Ocean makes it easy to collect anonymous patient feedback surveys for quality improvement on a tablet. By collecting feedback at the point of care, clinics can increase response rates and collect a more representative sample of patient feedback when compared to opt-in surveys from home.
Who does it?

· There are a variety of ways to use the Ocean Platform in a clinic with different actors in each case:

· Clinic staff hand tablet to patients upon arrival or during assessment with forms pre-loaded in EMR chart beforehand.

· Tablet is mounted in a kiosk stand. Patient swipes health card and completes automated forms, as well as any forms explicitly chosen by a clinician ahead of time. Clinicians review results within EMR chart.

· Clinic staff (clinicians, clericals, receptionists, etc.) send Ocean Online secure questionnaires from the EMR chart, and review responses in EMR chart.

· For eRequests, patient (or clinician, in the case of eReferrals) completes forms on website or from another clinic. Clinic staff review and triage eRequests in “inbox” in the Ocean web portal, and import into EMR as applicable from within EMR.

Whether consent of patients is required and if so, who obtains consent from patients

1. For Ocean Tablets, patients may decline to use tablet.  
2. For Ocean Online, CognisantMD recommends the prior collection of informed electronic consent, although in certain circumstances (email address on file; new or change consent form) it may be acceptable to use Ocean Online forms to collect email consent for subsequent exchanges relating to clinical matters. Such matters should be reviewed by the Privacy Officer in the context of the degree of implicit consent previously collected.

3. For Ocean eRequests, patients must never be forced to use an Ocean eRequest to complete a process. An alternative process must be provided (e.g. phone or in person).

Whether this project needs to connect to other systems

The Ocean Platform has optional integration modules for TELUS PS Suite, OSCAR and QHR Accuro. 

This checklist does not address the Ocean Studies functionality for clinical research. 

Steps to take before implementation: 
· Read this checklist including the Privacy Impact Assessment and complete the FHT tasks

· Collect all the relevant documentation from CognisantMD
· Confirm with CognisantMD that the information in this checklist is still current on their end

· Consider if you need independent legal advice or other privacy or professional advice

· Consider who can sign this on behalf of your team (who is the health information custodian) then sign the CognisantMD license agreement
· It is recommended you also ask CognisantMD to sign the AFHTO Privacy Terms and Conditions as a schedule to the agreements to fill privacy gaps in its agreements
Documentation:

Collect the following documentation from CognisantMD: 
· Service contracts with CognisantMD (Ocean License Agreement)  
· Ocean Privacy Impact Assessment FAQ (answers questions we posed to them)

· CognisantMD will give you a visual information flow diagram on request
· CognisantMD Privacy Policy: https://www.cognisantmd.com/privacy-policy/ 
Information Relevant to Privacy and Risk:

CognisantMD makes the following statements:

· Ocean is PHIPA (Personal Health Information Protection Act, 2004) compliant.  
· CognisantMD is a Canadian company located in Toronto. 
· The Ocean Platform has optional integration modules for TELUS PS Suite, OSCAR EMR and QHR Accuro EMR. 
· CognisantMD collects and stores patient demographic information such as name, email address, the fact they are a patient and being seen by a particular clinician, and conditions of the patient and their answers to the questionnaires or forms. 

· CognisantMD collects through patient data entry and linking to the EMR identifiable patient data and stores it. 

· Ocean Tablets: Personal health information is not stored on the Ocean tablets. 

· Ocean Messaging and eReferrals: Personal health information related to this functionality is stored in electronic storage facilities in Toronto and Vancouver.  

· No unencrypted data leaves the clinic’s EMR except the EMR ID (which is meaningless outside the EMR context). 

· If patient data leaves the clinic EMR environment it is encrypted.

· CognisantMD states they do not have access to patient data 

Key issues to note:
· CognisantMD may also collect identifiable or anonymized physician or user data and possibly data about the family health team.  

· Consent:
· Ocean Tablets: Unless you made their use mandatory for signing in instead of seeing a person (which might be problematic for certain patients), patients can choose to use or not to use the tablets each time they are offered a tablet in your office.  That implied consent (or verbal express consent) is obtained when the patient picks up a tablet and uses it.   You can use Ocean tablets to collect patient consent for future email and online messages.
· Ocean Online Messages:  Ask CognisantMD if you can customize the message received by patients when they receive an email asking them to click on a secure link to complete online forms and review secure messages online.  You could add a notice to that message that using the online messages system implies consent to communicate with you via the website If not, you should add consent to your terms of use on your website about using the contact form to send information to you. 

· Ocean eReferral: The license agreement states you are responsible to obtain the consent of patients to make eReferrals (like you would if using a fax or phone call to make the referral). As a note, the license agreement specifically mentions getting consent if using the eReferral system to make a referral to a non health information custodian. That requirement is consistent with your obligations under PHIPA.

Ask CognisantMD to explain to you how to flag in your system when a patient has asked not to be included in online messaging systems.  You need to know what your team members need to do so that the automation does not inadvertently pick up and contact a patient who has opted-out of online messaging.

· You need to avoid users relying on the Ocean platform to communicate time sensitive or life and death information that might not be reviewed in time.  On phone recordings, you include a message such as: “If this is an emergency, hang up and dial 9-1-1 or go to your nearest hospital”. Consider testing the Ocean platform with that in mind and ask if you can customize the product to add an “emergency warning” message such as”: “Results may not be reviewed by a clinician until your next appointment.  If this is an emergency – call 9-1-1 or go to your nearest hospital.”
· Ocean Tablets: Consider whether having a notice somewhere in the waiting room or on the tablet or near that tablet to come to a window or receptionist immediately if they are in crisis or need urgent help. Meaning, they do not have to register using a tablet or swipe machine if they need urgent attention.  

· Ocean Online Messages: The Ocean website says patients are informed that results may not be reviewed by the clinician until the appointment. Test Ocean yourself to see if a patient could use the online messaging to attempt to communicate an urgent issue to the team or specific clinician.  If so, ask if you can customize the email or message to the patient users to tell them not to include urgent messages and instead to call 9-1-1 or the office to book an urgent appointment. Ask CognisantMD what procedures you should have in place to pick up online messages if a clinician is away (sick, on a leave, retired etc.)

· Ocean eReferral:  CognisantMD states in the license agreement that your team is responsible to follow up on referrals (like you would if you used a fax or call to make a referral).  Ask CognisantMD what procedures you should have in place to pick up online eReferral messages if a clinician is away (sick, on a leave, retired etc.)

· CognisantMD uses eReferral data for its own quality improvement and product development or research:  The license agreement allows CognisantMD to use your eReferral data and de-identify it so it is no longer personal health information, and then use the de-identified data for its own quality improvement or product development or research purposes.  As a heads up, this allows CognisantMD to use physician or user or family health team identifiable data. The “de-identification” process only relates to patient identifiers – not user identifiers.  You will need to consider whether this acceptable.
· Clinical Content:  CognisantMD in its license agreement for Ocean advises “clinical content in Ocean is provided on an “as is” basis. They specifically state that the product is a “work-in-progress”. That means your clinicians have to use their judgement whether the questions in the patient forms are appropriate and whether they will be useful in clinical assessments.  While the website says clinical forms are “validated questionnaires with scoring and decision support”, users are reminded that CognisantMD is not guaranteeing the appropriateness or efficacy of those forms. In that license agreement, CognisantMD and its contributing authors assume no liability for the content.

The point is further emphasized in the license agreement. Your clinical users agree to exercise their own clinical judgment when using the platform. Ocean is not providing clinical advice or claiming it meets standards of practice. CognisantMD states that Ocean may not be accurate or up to date. If there are defects in the Ocean platform – it is up to your clinicians to notice those defects. If there is a poor clinical outcome that results from your clinicians using the Ocean platform – CognisantMD will not accept contributory liability. 

· CognisantMD assumes no liability for your financial outcomes. Meaning, if you do not realize efficiencies leading to reduced costs, CognisantMD is not liable. 

· Ocean will be updated from time to time and automatically.  You may not be notified of those updates.  The license agreement also says Ocean may “augment EMR data”.  You should ask what “augment” means. You are responsible to review and manage any updates to Ocean. 
· CognisantMD expects you will respect its intellectual property and not copy or reproduce or share or translate its content without its prior written permission.  
· You will be billed monthly and automatically.  The prices are published online. There is no established price – so they may change the pricing as they choose based on the pricing guide they publish. This means you do not have certainty of price – except to the extent they need to create a marketplace of reliable prices for their users.  Limit

· Whoever signs the license agreement with CognisantMD, must explain the terms of use to all your users. In fact, the license agreement says you will explain the terms to relevant team members even if they never log into Ocean.  That means, you need to explain what Ocean is and how to use it (or not use it) when you are doing new user to the EMR orientation (or reminders to EMR users).  

· If something goes wrong, Cognisant MD has limited its financial liability to feeds paid for the previous 12-month period.  There is another disclaimer to note that CognisantMD will not be liable for property damage or personal injury or death cause by using Ocean. That would be dramatically less than actual 

FHT Responsibilities in working with CognisantMD (Note: get CognisantMD to confirm):

1. Tell CognisantMD which EMR(s) you use.

2. Notify your EMR provider to make sure there is no problem integrating with Ocean and that there will be no additional fees from EMR provider.

3. Explain to CognisantMD your relationship with your physicians and who has the authority to sign the agreement with CognisantMD.  

4. Notify your patients about the patient satisfaction survey process generally.  

5. Obtain patient express consent to participate in the patient satisfaction survey process and for the consents for communicating with your office by email text or both.
6. Determine any limits to patient inclusion or exclusion criteria for who will receive a patient satisfaction survey and communicate your instructions to CognisantMD for customization and confirm with CognisantMD how to do this.

7. Ask CognisantMD how to set inclusion and exclusion criteria for your health care providers (including affiliated physicians and interdisciplinary health providers) who have opted into using Ocean or who have opted out.
8. Ask CognisantMD to explain how to flag in your system when a patient has asked not to be included in patient satisfaction surveys. We need to know what your team members need to do so that the automation does not inadvertently pick up and contact a patient who has opted-out of providing feedback.

9. Confirm you have insurance coverage. 

CognisantMD Responsibilities in working with FHT (get CognisantMD to confirm):

1. Confirm to the FHT that the description laid out in this checklist is still valid.
2. Provide the FHT with a visual and written explanation of how its system integrates with the FHT’s EMR.

3. Respond to the FHT’s questions about inclusion/exclusion criteria for patients and providers. 

4. Provide the FHT with updated information about CognisantMD’s privacy practices and policies.

5. Notify the FHT if there are any outstanding activities not completed from a privacy impact assessment or threat risk assessment.

6. Notify the FHT if identifiable personal health information collected through their system could travel outside Ontario and whether it is stored outside Ontario. 
7. Notify the FHT if they become aware of any privacy breach related to the FHT and the Agreement.  

General privacy questions and responses from CognisantMD source records (Note: have CognisantMD confirm):

	#
	Question
	Yes
	No
	In Progress

	B1
	Has a summary of the proposed or existing information system, technology or program been prepared, including a description of the requirements for the system, technology or program and a description of how the information system, technology or program will or does meet those needs?

Notes: 

Yes, the Cognisantmd.com website has excellent descriptive information


	X
	
	

	B2
	Has a listing of all personal health information or data elements that will be or are collected, used or disclosed in the proposed or existing information system, technology or program been prepared?

Notes: 

Yes, please see PHI FAQ.  Unencrypted: Nothing except the EMR ID, which is meaningless outside the EMR context.

Encrypted using the clinic's private encryption key (again, never even sent off premises): Most of the patient’s demographics (name, phone, email) and conditions of the patient and answers to questionnaires or forms as stored in the EMR.


	X
	
	

	B3
	Have diagrams been prepared depicting the flow of personal health information in the proposed or existing information system, technology or program?

Notes: 

The Ocean system moves data between three systems over the Internet:

• the Ocean Android tablet app

• the Ocean server

• the Electronic Medical Records (EMR) package

A fourth system, available for EMRs such as QHR Accuro and TELUS PS Suite, is OceanConnect. OceanConnect is an Android app that brokers communication between an EMR server (local or ASP) and the Ocean server. It must run on a secure network with access to the EMR server.

In order to prevent eavesdropping, the Ocean system uses HTTPS, which is the global standard for secure data transmission used by governments and banks around the world. It would take millions of years to "brute force" hack the current standard of SSL encryption. CognisantMD uses a signed, registered, publicly trusted SSL certificate to protect against "man in the middle" attacks.

A network flow diagram is available upon request.
	X
	
	

	B4
	Have documents been prepared showing which persons, positions, or employee categories will have access to which elements or records of personal health information? 

Notes: 

All PHI is fully encrypted using an encryption key that never leaves the customer site. As a result, even CognisantMD employees are unable to see PHI persisted or even in transit, providing much better security than server-side encryption. CognisantMD never sees a client's encryption key and therefore has no ability to see PHI. Individual users in the system have "roles" that are enforced using the industry-standard "Spring Security" framework. (from PIA FAQ) 

	
	
	

	B5
	Does consent from the individual or an authorized substitute decision-maker provide the primary basis for the collection, use and disclosure of personal health information for the proposed or existing information system, technology or program?

Notes: 
Yes.  The customer must obtain consent. 


	X
	
	

	B6
	Have we documented the purposes for which personal health information will be or is collected, used or disclosed in the information system, technology or program?

Notes: 
Yes. In the product descriptions. 


	X
	
	

	B7
	Is personal health information collected, used, disclosed or retained exclusively for the identified purposes and for purposes that an individual would reasonably consider consistent with those purposes?

Notes: 
Yes, any PHI collected is securely collected and downloaded into the clinic EMR into the patient’s record. 


	X
	
	

	B8
	Will personal health information in the proposed or existing information system, technology or program be linked or cross-referenced to other information in other information systems, technologies or programs?

Notes: 

Yes, any PHI collected is securely collected and downloaded into the clinic EMR into the patient’s record. It is stored securely with clinic side encryption in the data centre in Toronto until it is downloaded into the patients EMR file. 


	X
	
	

	B9
	Will personal health information collected or used in the information system, technology or program be disclosed to any persons who are not employees or agents of the Family Health Team?

Notes: 
No. Meta data or deidentified data collected by Cognisant MD may be used for their quality improvement and research activities.


	
	X
	

	B10
	Have we made arrangements to provide full disclosure of all purposes for which the information system, technology or program will collect personal health information?

Notes: 
Yes, the CognisantMD website is very informative about all of these details.   


	X
	
	

	B11
	Have communications products and/or a communications plan been developed to fully explain the information system, technology or program to individuals and how their personal health information will be protected?

Notes: 
The CognisantMD website is very informative about all of these details.  Clinics need to develop their own materials to explain the online tools to patients. 


	
	
	X

	B12
	Does the proposed or existing information system, technology or program involve the collection, use or disclosure of any personal health information beyond Ontario's borders?

Notes: 
Yes, in part. There is a data centre in Toronto and back up is in Vancouver. 


	X
	
	

	B13
	Has an assessment been completed to identify potential risks to the privacy of individuals whose personal health information is collected, used, retained or disclosed by the proposed or existing information system, technology or program?

Notes: 
Yes, the PIA has identified potential risks as low risk., Cognisant MD is mitigating these risks and performs regular reviews of their Threat Risk Assessment.  (see PIA FAQ)
	X
	
	

	B14
	If potential risks to privacy have been identified, have means to avert or mitigate those risks been incorporated into the design and/or implementation of the proposed or existing information system, technology or program?

Notes: 
Yes.  Please see https://www.cognisantmd.com/docs/ocean-security/ 


	X
	
	

	B15
	Has an assessment been completed to identify whether other Family Health Teams (or other health information custodians) have implemented the same or a similar information system, technology or program, the risks to privacy experienced by other Family Health Teams or health information custodians and the means implemented by these other Family Health Teams or health information custodians to avert or mitigate these risks?

Notes: 


	X
	
	

	B16
	Have key stakeholders been provided with an opportunity to comment on the sufficiency of privacy protections and their implications on the proposed or existing information system, technology or program?

Notes: 
Yes, physicians are involved in the development of the Ocean services, and many clinic clients/clinicians are involved in the ongoing development of new ideas and templates. 


	X
	
	

	B17
	Will users be trained in the requirements for protecting personal health information and will they be made aware of the relevant notification procedures if personal health information is stolen, lost or accessed by unauthorized persons?

Notes: 
Yes, Cognisant MD staff all have Privacy training. All users who log onto the site see the Ocean Privacy Primer page which contains a wealth of information about Ocean and privacy. 


	X
	
	

	B18
	Have security policies and procedures to protect personal health information against theft, loss, unauthorized use or disclosure and unauthorized copying, modification or disposal been documented?

Notes: 
Yes, please see https://www.cognisantmd.com/docs/ocean-security/

	X
	
	

	B19
	Have privacy policies or procedures been developed for various aspects of the operations for the proposed or existing information system, technology or program?

Notes: 
Yes. Please see https://www.cognisantmd.com/privacy-policy/ 


	X
	
	

	B20
	Do the privacy policies or procedures that we identified in question B16 ensure the following (if so, please enclose):  

· Personal health information in the proposed or existing information system, technology or program is collected in accordance with PHIPA and other applicable legislation;  

· Individual consent is obtained in accordance with section 18 of PHIPA for the proposed or existing information system, technology or program where consent is required; 

· A written public statement about the purposes for which the proposed or existing information system, technology or program collects, uses or discloses personal health information is readily available to individuals as outlined in section 16 of PHIPA;

· Individuals are entitled to request access to and correction of their own personal health information in the proposed or existing information system, technology or program as provided for under sections 52-55 of PHIPA, subject to certain exceptions;

· There is a record retention schedule for records of personal health information that outlines the minimum and maximum lengths of time personal health information may be retained in the proposed or existing information system, technology or program, as well as procedures outlining the manner by which personal health information in the proposed or existing information system, technology or program may be securely destroyed.

Notes: 
Yes. Please see https://www.cognisantmd.com/privacy-policy/
	X
	
	

	B21
	Does the proposed or existing information system, technology or program provide functionality for the logging of the insertion, access, modification or disclosure of personal health information as well as an interface to audit those logs for unauthorized activities?

Notes: 
Yes. Ocean maintains an audit log of user access and time to the system. Audit records contain necessary information to identify the nature and details of the action, including the EMR ID of the patient. Upon

request, CognisantMD can produce audit records in JSON format (which supports the "ragged" data captured in their audit log), which could be converted to CSV if required. (See PIA FAQ)
	X
	
	

	B22
	Have policies and procedures been developed for the enforcement of privacy rules relating to the proposed or existing information system, technology or program, including fulfillment of the commitments made in this PIA?

Notes: 
	X
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