Cliniconex Patient Satisfaction Surveys Privacy and Risk Checklist
Vendor Name:

Cliniconex  website:  www.cliniconex.com  

Contact person: 

Name and Title of Person Completing this Checklist: 

Date Completed: 

Layperson Description and Background:
Patient experience surveys are part of Health Quality Ontario’s Quality Improvement Plans.  Family health teams and nurse practitioner-led clinics are encouraged to survey patients to collect data about patient experience following appointments or track clinical progress. Traditionally patient satisfaction surveys have been completed  through paper surveys distributed in person and then manually processed.  There are now online products and services that can automatically contact patients by email, text or voice message, administer the survey that has been customized to a team’s specifications and report results. Cliniconex is one of those vendors.
Cliniconex has other functionality not covered in this checklist. For example, Cliniconex software also allows users to communicate with patients regarding appointment reminders, appointment recalls and other messaging.  

Cliniconex was endorsed by AFHTO in a pilot project in 2015. 

Cliniconex integrates with the following primary care electronic medical records (EMRs):  Telus PS Suite EMR,  QHR Accuro EMR, Oscar EMR, Microquest EMR, and YMS EMR.  

Steps to take before implementation: 
· Read this checklist including the Privacy Impact Assessment and complete the FHT tasks

· Collect all the relevant documentation from Cliniconex

· Confirm with Cliniconex that the information in this checklist is still current on their end

· Consider if you need independent legal advice or other privacy or professional advice

· Consider who can sign this on behalf of your team (who is the health information custodian) then sign the Cliniconex Inc. Subscription Agreement and Information Management Agreement 
· It is recommended you also ask Cliniconex to sign the AFHTO Privacy Terms and Conditions as a schedule to the agreements to fill privacy gaps in its agreements
Documentation:

Collect the following documentation from Cliniconex:   
· Service contracts with Cliniconex (Subscription Agreement and Information Management Agreement)

· Information Flow Explanation of Cliniconex Survey Service

· Privacy section of Cliniconex webpage: http://cliniconex.com/about/#overview 

· Cliniconex Privacy Impact Assessment (July 2016)

· Cliniconex Privacy Policies (August 2016)

Information Relevant to Privacy and Risk:

Cliniconex makes the following statements:

· Cliniconex provides software as a service. The software assists primary care practices to ask patients questions about their experience and complete anonymized patient satisfaction surveys. Cliniconex will let primary care practices automate patient experience surveys through email or telephone calls or text messages to patients.

· Cliniconex is a US vendor – it is not Canadian. However, it is used by 200 clinics including other family health teams in Ontario.

· There are two components to the Cliniconex software: a local controller, and cloud controller:
· The local controller typically resides behind the firewall of the health care provider and handles the task of extracting patient and scheduling data. 
· Patient and scheduling data is usually found inside the EMR/EHR but Cliniconex can also connect to other data sources depending on the level of personalization required.

· Once the local controller has extracted the information, it securely transmits this data to the secure cloud controller whose main job is to assemble the personalized message, then delivers it to the patient in their preferred mode of communication (voice, email, text). 

· Patient responses may update the EHR/EMR, be emailed in a report, or can trigger a downstream process via an email notification, depending on clinic workflow needs.

· Cliniconex is both US HIPAA (Health Insurance Portability and Accountability Act) and Ontario PHIPA (Personal Health Information Protection Act, 2004) compliant. See its Privacy Statements. Their staff are trained in PHIPA.
· Cliniconex has undertaken a privacy impact assessment and threat risk assessment

· Cliniconex uses data separation and 128-bit encryption to protect personal health information

· Cliniconex may collect some or all of the following types of personal information: name of patient, appointment date and time and patient contact information such as a phone number or email address. At the discretion of the health information custodian, Cliniconex may also collect the name of the health services provider (e.g. a doctor or a dietician) related to the appointment
· Cliniconex only collects and uses personal health information for the purposes of assisting the user to communicate with patients. 
· Cliniconex will not use or disclose of personal health information for purposes other than those for which it was collected, except with the consent of the health information custodian (or individual, if applicable) or as required by law. 
Key issues to note:
· The Cliniconex Subscription Agreement assumes that the health information custodian obtains express consent from individual patients to receive patient satisfaction surveys through email or text.  Cliniconex does not do that for the team.
· Cliniconex does not facilitate a patient communication process for satisfaction surveys. This is a responsibility of the family health team.
· Teams need to customize their own inclusion or exclusion criteria for patients who will be contacted though the system. 
· Information may flow outside Ontario. Cliniconex documents read: 
In the event Cliniconex collects personal information, it may pass though servers located in Canada or the United States. Cliniconex treats data as an asset that must be protected and use many tools (encryption, passwords, physical security, etc.) to protect personal information against unauthorized access and disclosure. However, third parties may unlawfully intercept or access transmissions or private communications. 
See also the SurveyInformationFlow document.  Because of this, you may want to ensure that your express consent forms signed by patients explain that information may go outside Ontario or include that statement in the poster about the service.
· Cliniconex does not indemnify its users for its own negligence or failure to uphold its contractual obligations.   
FHT Responsibilities in working with Cliniconex (Note: get Cliniconex to confirm):

1. Tell Cliniconex which EMR(s) you use.

2. Notify your EMR provider to make sure there is no problem integrating with Cliniconex and that there will be no additional fees from EMR provider.

3. Explain to Cliniconex your relationship with your physicians and who has the authority to sign the agreement with Cliniconex.  

4. Notify your patients about the patient satisfaction survey process generally.  

5. Obtain patient express consent to participate in the patient satisfaction survey process and for the consents for communicating with your office by email text or both.
6. Determine any limits to patient inclusion or exclusion criteria for who will receive a patient satisfaction survey and communicate your instructions to Cliniconex for customization and confirm with Cliniconex how to do this.

7. Ask Cliniconex how to set inclusion and exclusion criteria for your health care providers (including affiliated physicians and interdisciplinary health providers) who have opted into using Cliniconex or who have opted out.
8. Ask Cliniconex to explain how to flag in your system when a patient has asked not to be included in patient satisfaction surveys. We need to know what your team members need to do so that the automation does not inadvertently pick up and contact a patient who has opted-out of providing feedback.

9. Confirm you have insurance coverage. 

Cliniconex Responsibilities in working with FHT (get Cliniconex to confirm):

1. Confirm to the FHT that the description laid out in this checklist is still valid.
2. Provide the FHT with a visual and written explanation of how its system integrates with the FHT’s EMR.

3. Respond to the FHT’s questions about inclusion/exclusion criteria for patients and providers. 

4. Provide the FHT with updated information about Cliniconex’s privacy practices and policies.

5. Notify the FHT if there are any outstanding activities not completed from a privacy impact assessment or threat risk assessment.

6. Notify the FHT if identifiable personal health information collected through their system could travel outside Ontario and whether it is stored outside Ontario. 
7. Notify the FHT if they become aware of any privacy breach related to the FHT and the Agreement.  

General privacy questions and responses from Cliniconex source records (Note: have Cliniconex confirm):

	
	Question
	Yes
	No
	In Progress

	B1
	Has a summary of the proposed or existing information system, technology or program been prepared, including a description of the requirements for the system, technology or program and a description of how the information system, technology or program will or does meet those needs?

Notes: 

Cliniconex describes the functionality of the system

· The Cliniconex Survey Info Flow (pdf) (ATTACHED) outlines what info is gathered from the FHT’s EMR and how Cliniconex gets info from the FHT EMR through integration with FHT EMR technology that is for this purpose

· Data elements and information flow are included in Information Flow Explanation of Cliniconex 


	X
	
	

	B2
	Has a listing of all personal health information or data elements that will be or are collected, used or disclosed in the proposed or existing information system, technology or program been prepared?

Notes: 

This is included in the table on page 1 of the SurveyInfoFlow (pdf) document (ATTACHED)

Cliniconex may collect some or all of the following types of personal information: 

· name of patient
· appointment date and time
· patient contact information such as a phone number or email address
· at the discretion of the health information custodian, Cliniconex may also collect the name of the health services provider (e.g. a doctor or a dietician) related to the appointment

	X
	
	

	B3
	Have diagrams been prepared depicting the flow of personal health information in the proposed or existing information system, technology or program?

Notes: 

· This is included in SurveyInfoFlow(pdf) and the Explanation of Cliniconex Survey Service document on page 2 and 3 (ATTACHED)
· Twillio and Amazon webservices are used to send out the patient surveys


	X
	
	

	B4
	Have documents been prepared showing which persons, positions, or employee categories will have access to which elements or records of personal health information? 

Notes: 

This is documented in Cliniconex’s Privacy Impact Assessment pages 16-20 (ATTACHED)

	X
	
	

	B5
	Does consent from the individual or an authorized substitute decision-maker provide the primary basis for the collection, use and disclosure of personal health information for the proposed or existing information system, technology or program?

Notes:

This is the responsibility of the FHT clinic to obtain express consent from individual patients as per the Cliniconex Subscription Agreement

Option: The FHT will contact patients with an email or text message consent form

Option: <describe here any inclusion or exclusion criteria relevant to your organization that relates to obtaining consent>


	
	
	X

	B6
	Have we documented the purposes for which personal health information will be or is collected, used or disclosed in the information system, technology or program?

Notes:

To the extent that Cliniconex collects personal information, they will collect only that personal information reasonably necessary to send notifications and reminders to patients to improve the FHT’s operations and, ultimately, the health of their patients. This includes data elements set out in B2.
Cliniconex will not use or disclose of personal information for purposes other than those for which it was collected, except with the consent of the health information custodian (or individual, if applicable) or as required by law.

	X
	
	

	B7
	Is personal health information collected, used, disclosed or retained exclusively for the identified purposes and for purposes that an individual would reasonably consider consistent with those purposes?

Notes: 

Cliniconex only collects and uses for the purposes indicated. An anonymized listing of interactions/contacts is kept for Cliniconex invoicing purposes on disk (which is based on # of interactions). PHI is never stored once the contact has been made. It is only in the memory cache (RAM) and not stored in any permanent way. 


	X
	
	

	B8
	Will personal health information in the proposed or existing information system, technology or program be linked or cross-referenced to other information in other information systems, technologies or programs?

Notes: 

No. Within the FHT, Cliniconex will compare the FHT’s patient survey results through time and via different modes (i.e. paper, email, web etc.). This will be anonymized. 


	
	X
	

	B9
	Will personal health information collected or used in the information system, technology or program be disclosed to any persons who are not our employees or agents?

Notes: 

Cliniconex staff are agents of the health information custodian. [NTD: describe who is the HIC in your situation] This relationship of Cliniconex as an agent of the HIC is made clear in the Information Management Agreement.
In assisting the FHT, Cliniconex staff might see a first name and appointment date and know our FHT name, but not any other information.

Cliniconex staff are trained in PHIPA.


	
	X
	

	B10
	Have we made arrangements to provide full disclosure of all purposes for which the information system, technology or program will collect personal health information?

NOTE: This is a responsibility of the FHT to ensure is covered off. Cliniconex does not do this for the FHT

Notes:

This is done through asking the patients if they are willing to participate and gaining their express consent. We have a poster that explains the patient satisfaction survey process.
The Cliniconex Information Management Agreement (ATTACHED) has this information in it as well as the Cliniconex Privacy Policy (ATTACHED).

 
	
	
	X

	B11
	Have communications products and/or a communications plan been developed to fully explain the information system, technology or program to individuals and how their personal health information will be protected?

NOTE: This is a responsibility of the FHT to ensure is covered off. Cliniconex does not do this for the FHT

Notes:

We have a poster that explains the patient satisfaction survey process.

	
	
	X

	B12
	Does the proposed or existing information system, technology or program involve the collection, use or disclosure of any personal health information beyond Ontario's borders?

Notes: 

Cliniconex uses third party providers to deliver the email and text messages and they are located in the USA. Patient names and email or phone numbers get sent to but not stored in USA. Those third party providers assemble and send the survey information, but do not store it. 
Cliniconex documents read: In the event Cliniconex collects personal information, it may pass though servers located in Canada or the United States. We treat data as an asset that must be protected and use many tools (encryption, passwords, physical security, etc.) to protect personal information against unauthorized access and disclosure. However, third parties may unlawfully intercept or access transmissions or private communications. (from website http://cliniconex.com/about/#overview and the SurveyInformationFlow pdf)

Our patient consent form mentions that information may travel outside Ontario. NOTE: This is a responsibility of the FHT to ensure is covered off. Cliniconex does not do this for the FHT


	
	
	X

	B13
	Has an assessment been completed to identify potential risks to the privacy of individuals whose personal health information is collected, used, retained or disclosed by the proposed or existing information system, technology or program?

Notes:  
Cliniconex has shared their Privacy Impact Assessment done via Red Canari.  Cliniconex has confirmed they have completed all identified recommendations and there are no outstanding privacy issues.  


	X
	
	

	B14
	If potential risks to privacy have been identified, have means to avert or mitigate those risks been incorporated into the design and/or implementation of the proposed or existing information system, technology or program?

Notes:  

Cliniconex has stated there are no outstanding privacy issues.  

	X
	
	

	B15
	Has an assessment been completed to identify whether other Family Health Teams (or other health information custodians) have implemented the same or a similar information system, technology or program, the risks to privacy experienced by other Family Health Teams or health information custodians and the means implemented by these other Family Health Teams or health information custodians to avert or mitigate these risks?

Notes: 

· 200 clinics are using the Cliniconex system right now.   
· Cliniconex passed an audit by the Office of Information and Privacy Commissioner of Alberta. 

· No one has reported an issue across 180 clinics and 6 provinces over 5 years around privacy.  

· No one has reported any issues to AFHTO


	X
	
	

	B16
	Have key stakeholders been provided with an opportunity to comment on the sufficiency of privacy protections and their implications on the proposed or existing information system, technology or program?

NOTE: This is a responsibility of the FHT to ensure is covered off. Cliniconex does not do this for the FHT

Notes: 
The FHT users (physicians and interdisciplinary health professionals) have been consulted about this project. 

	
	
	X

	B17
	Will users be trained in the requirements for protecting personal health information and will they be made aware of the relevant notification procedures if personal health information is stolen, lost or accessed by unauthorized persons?

Notes: 
Cliniconex staff are trained in PHIPA.

The FHT users (physicians and interdisciplinary health professionals) have been trained about PHIPA and this project. NOTE: This is a responsibility of the FHT to ensure is covered off. Cliniconex does not do this for the FHT

	
	
	X

	B18
	Have security policies and procedures to protect personal health information against theft, loss, unauthorized use or disclosure and unauthorized copying, modification or disposal been documented?

Notes: 
Cliniconex has privacy policies and practices. 

Cliniconex does not store patient information, only appointment details. The data is flushed from the RAM every 30 days and could be configured to flush more often if requested by the FHT. This is outlined in the PIA July version page 30 paragraph 2. (ATTACHED) NOTE: The FHT could implement a more frequent data flushing as a risk mitigation option. 


	X
	
	

	B19
	Have privacy policies or procedures been developed for various aspects of the operations for the proposed or existing information system, technology or program?

Notes:
Cliniconex has privacy policies and procedures (ATTACHED). 


	X
	
	

	B20
	Do the privacy policies or procedures that we identified in question B19 ensure the following (if so, please enclose):

· Personal health information in the proposed or existing information system, technology or program is collected in accordance with PHIPA and other applicable legislation;  
· Individual consent is obtained in accordance with section 18 of PHIPA for the proposed or existing information system, technology or program where consent is required; 

· A written public statement about the purposes for which the proposed or existing information system, technology or program collects, uses or discloses personal health information is readily available to individuals as outlined in section 16 of PHIPA;

· Individuals are entitled to request access to and correction of their own personal health information in the proposed or existing information system, technology or program as provided for under sections 52-55 of PHIPA, subject to certain exceptions;

· There is a record retention schedule for records of personal health information that outlines the minimum and maximum lengths of time personal health information may be retained in the proposed or existing information system, technology or program, as well as procedures outlining the manner by which personal health information in the proposed or existing information system, technology or program may be securely destroyed.

Notes: 
Cliniconex states their policies comply with these terms. 

	X
	
	

	B21
	Does the proposed or existing information system, technology or program provide functionality for the logging of the insertion, access, modification or disclosure of personal health information as well as an interface to audit those logs for unauthorized activities?

Notes: 
Cliniconex system only stores appointment information, not personal information (attached to an individual).

Cliniconex has the means to audit their users/staff internally. 


	
	X
	

	B22
	Have policies and procedures been developed for the enforcement of privacy rules relating to the proposed or existing information system, technology or program, including fulfillment of the commitments made in this PIA?

Notes: 
Cliniconex staff have to sign documents and take annual PHIPA courses. 


	X
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