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A few warm up pitches...



Personal Health Information Protection Act 
(PHIPA)

 Written in 2004 with acute care in mind
 Intended to be an enabling piece of legislation
 Based on a CSA Standard CAN/CSA-Q830, Model Code 

for the Protection of Personal Information 

• Accountability
• Identifying Purposes
• Consent
• Limiting Collection
• Limiting Use, Disclosure and 

Retention

• Accuracy
• Safeguards
• Openness
• Individual Access
• Challenging Compliance



Primary Care Challenges

 Who is the Health Information Custodian?

 Who is responsible (legally and ethically) to ensure 

that patient privacy rights are respected while 

using physician services? FHT services? What if 

there are conflicts?

 How does the FHT analyze data within an 

appropriate (and legal) governance framework?



Format for Today’s Discussion
The Guelph FHT and North York FHT has each begun tackling 
challenges with Privacy governance frameworks. 

Today

• Each FHT will review their strategies (5-10 minutes each)

• We will break into a panel style discussion about privacy
– The panel discussion is meant to be interactive! 

– Please write questions down on the cards provided and provide 
them to the facilitator

– The facilitator will do his best to consolidate questions and touch on 
as many themes as possible while the panel discussions are taking 
place.



Performance and Accountability 

A gateway to improving privacy risk management 
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A PLAN TO SUPPORT
PERFORMANCE AND ACCOUNTABILITY



INCREMENTAL STEPS TO IMPLEMENTATION

Use Stewardship Agreement 
to cement GFHT agent 
relationship with our clinics

Examine and protect our 
technical vulnerabilities

Protect liability with effective 
cyber insurance

Get real about training 
personnel on privacy 
behaviours

Priority Action: Improve privacy risk management



Threat Risk Assessment (TRA)

http://www.wvdhhr.org/han/security/riskchecklist.pdf

http://www.wvdhhr.org/han/security/riskchecklist.pdf




2015



GFHT MPLS Network





Guelph FHT has a specific $1 million policy for cyber liability  insurance

a) Each Participant, while a Participant, shall maintain in full force and effect general liability 
insurance that shall name each of the other Participants as an additional insured but only with 
respect to this Agreement, and shall include at least the following: 
(i) products and completed operations; 
(ii) data liability; 
(iii) personal injury; 

CYBER LIABILITY INSURANCE



CYBER LIABILITY INSURANCE

• "This is the fastest growing area of commercial insurance in 
the world right now," said Michael Peterson, a managing 
director at Marsh Canada Limited.

• "Organizations are realizing that the risk is real, that they're 
not quite as secure as they thought and, therefore, they're 
taking steps to transfer that exposure to insurance 
companies."

• Brokers, like Aon and Marsh, estimate there are about two 
dozen Canadian insurers who provide stand-alone cyber 
network policies. Most of these underwriters provide 
cafeteria-style policies, in which clients can pick which losses 
they want to protect against.



HARMONIZED PRIVACY POLICY

• TAKING ADVANTAGE OF THE COMMON THEMES INPRIVACY 
RISK MANAGEMENT

• ENSURING WE CAN ALL WORK FROM THE SAME PAGE



- The HPP is a common set of 
privacy policies and procedures

- All clinics should adopt the HPP 
to ensure consistency

- The HPP is lawyer-reviewed and 
approved, and meets all PHIPA 
obligations

GUELPH FHT

CLINIC 2

CLINIC 1

CLINIC 3 CLINIC 4

Harmonized Privacy Policy  (HPP)



CLINIC 1

CLINIC 2

CLINIC 3
CLINIC 4

Guelph
FHT

- Specifies roles and 
responsibilities between the 
Guelph FHT and clinics

- Enables and legitimizes the 
collection of data by the 
Guelph FHT, for specified 
purposes, as an agent

- Formalizes the adoption of the 
HPP

Stewardship Agreement



CLINIC 1
Guelph FHT

CLINIC 2

CLINIC 4

CLINIC 3

Guelph
General
Hospital

Hamilton 
Health 

Sciences

Liability and 
Risk Protection

Through the adoption of the HPP and the Stewardship agreement, clinics are able to 
participate in data exchange programs, maintain their legal commitments under PHIPA 
and benefit from liability and risk protection
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PERSONNEL TRAINING

Online videos that 
include learning 
assessment 
questions are 
increasingly available



PERSONNEL TRAINING

Online 
resources 
now 
available 



PRIVACY TRAINING RESOURCES

http://www.ehealthontario.on.ca/en/regional-partners/view/cgta/committees/#wave

http://www.ehealthontario.on.ca/en/regional-partners/view/cgta/committees/#wave


Process, Tools and Techniques to 
Minimalize Risk in Privacy and Security 

Management

North York Family Health Team’s Experience





Privacy by Design



The PDSA Cycle for Learning and 
Improvement



Network Infrastructure 

• 74 physicians
• 49 employees
• 80,000 patients



Governance and Accountability





External Risk



Internal Risk

?



Assessing the Risk

 Employees completed a pre-training survey

 83% response rate

 Areas of concern/focus identified from survey responses

http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCLrj9ZfNsMgCFcFzPgodyyMPJQ&url=http://www.upenn.edu/pennnews/current/2013-03-07/latest-news/penn-asks-employees-honest-opinions&bvm=bv.104615367,d.eXY&psig=AFQjCNFa1CxXXWWCek1I5AFQKyDbIgTAIQ&ust=1444315603915527
http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCLrj9ZfNsMgCFcFzPgodyyMPJQ&url=http://www.upenn.edu/pennnews/current/2013-03-07/latest-news/penn-asks-employees-honest-opinions&bvm=bv.104615367,d.eXY&psig=AFQjCNFa1CxXXWWCek1I5AFQKyDbIgTAIQ&ust=1444315603915527


Employee Development

 Consultation with privacy expert, Michelle Chibba (Past 
Director, IPC, Ontario)

 Training session created based on survey results
 All staff asked to attend a PHIPA training “Lunch and 

Learn”



Evaluating

Post-training survey distributed to staff to 
complete

What were the results?

http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNzPztDQsMgCFUXyPgodAN8NyQ&url=http://makalah.ahmadjn.net/smes/smes-in-asia-and-the-pacific-welcome-to-united-nations-escap.html&psig=AFQjCNGvhajrxvW0T1YpRn2GVFUGCPKtww&ust=1444316566416860
http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNzPztDQsMgCFUXyPgodAN8NyQ&url=http://makalah.ahmadjn.net/smes/smes-in-asia-and-the-pacific-welcome-to-united-nations-escap.html&psig=AFQjCNGvhajrxvW0T1YpRn2GVFUGCPKtww&ust=1444316566416860


Control and Monitor

 Review and develop internal policies
 Provide further opportunities for 

employee development
 Perform internal audits
 Annual review by all staff of privacy 

and confidentiality policies and 
procedures



Conclusions 

• Privacy concerns are increasingly important

• Emerging electronic technology impacting 
privacy and security is a reality

• Educate your employees and ask for their 
assistance in legislation compliance

• Sound privacy management is sound risk 
management


